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Executive Summary

Cyber risk is not a stand-alone or isolated issue—it cuts across many other major risks that
can adversely affect the strategy and business plan of an organization. No entity is completely
immune from cyber risk.

Good governance on any risk issue is not only about the board, its oversight, responsibilities,
duties, obligations, and possible liabilities. Cyber risk governance begins with the board, but

it is only complete if it is in essence a triangular relationship that includes the CEO/C-suite,
which has primary responsibility for cyber security strategy and risk management, and the top
cyber security talent leading and implementing the details of the cyber risk and cyber security
plan on a daily basis within an organization.

This report draws on the learning and experiences of a wide array of corporations, think tanks,
associations, experts, and data from publicly available sources as well as from one-on-one
interviews with representatives of some of the leading global companies today in the health
care, financial, infrastructure, outsourcing, and technology fields.

Underlying this perspective is the belief that if any entity—corporate, nonprofit, public—
does not have a well-formed, thought-through, and constantly tested cyber risk governance
framework, the work of managing, mitigating, and countering cyber risk will be exponentially
more difficult.

Cyber risk governance is all about getting the architecture of cyber risk strategy and
management right for your organization. Thus “cyber risk governance” is a framework
adopted within an organization to deal with the new and evolving risks relating to cyber
space both within the organization and as the organization interfaces with the outside world.
In this framework, the key and critical actors are the board, the C-suite or executive team,
and frontline management in charge of executing cyber risk management. This cyber risk
governance triangle:

* Adopts, oversees, and promotes an appropriate, concerted, and coordinated philosophy
or approach to cyber risk and cyber security for the organization;

* Develops the necessary and appropriate strategy (and budget, resources, and incentives)
to execute on that philosophy or approach; and

* Implements that strategy in the most nimble and effective manner possible at an
operational and tactical level.

One of the most cutting-edge and revolutionary approaches to cyber risk governance that

we encountered in the research for this report was the one being built at a US-based Fortune
250 global business outsourcing and computing services company. There, a completely
independent “business” is being created to serve the rest of the company for all of its
technology and security services, including cyber risk management. This business has its own
independent financial accountability to the CEO and the board, just like any other business
segment, and it is not beholden to the other business segments for its budget and resources.
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By the same token, this is not a rogue corporate security function; it has clear, direct, and
frequent lines of accountability and reporting to both the CEO of the overall business and the
board, perhaps on an even more regular and periodic basis than the other more established
businesses given the nature of the company. While this may not be a model for everyone, it is
an example of the creativity and customization that leading companies are experimenting with
and succeeding at in this quickly changing and cyber threat-based global economy.

Without the proper governance stance toward an issue as complicated, new, and rapidly
changing as cyber risk/cyber security, no company (or other type of entity for that matter,
including governmental agencies) will have a chance at dealing with this risk preventively, let
alone dealing effectively with a cyber-related crisis event.

Lessons Learned: The 10 Key Takeaways of This Report

1 Develop a triangular governance approach to cyber risk management

a. The board must take a proactive approach to cyber risk oversight Whether the
domain of one or more committees or of the entire board and/or its chairman, the board
sets the tone from the top on cyber risk governance and must take the governance lead.
Key elements the board should consider for cyber risk governance oversight include
an update on the architecture of cyber risk management, the resources and budget
allocated, and a list of company “crown jewels” from a cyber risk standpoint.

b. The CEO and the C-suite must take charge of cyber risk strategy and management
Depending on the cyber risk readiness required at a given company, more or less direct
CEO involvement on a regular and periodic basis is highly recommended. The more
readiness that is needed, the more actual attention, leadership, and support will be
needed from the very top of the executive food chain. Depending on the type of industry
and other criteria that determine cyber risk intensity, the C-suite should consider
whether to have a dedicated cyber risk/security executive at the executive table.

c. The CEO and the board must ensure that the right frontline talent and resources
are deployed Cyber risk governance is complete when a company has the board
engaged, the CEO and C-suite deployed, and the right balance of top technological and
cyber expertise within its management ranks. This also entails getting the right outside
experts in place for specific tasks, assessments, and reviews.

2 Understand the reputation risk consequences to strategic cyber risk management
gone wrong

Cyber risk should be considered at the top of many companies’ risk prioritization, whether
they have suffered from a major or material cyber attack (yet) or not. When a company
doesn’t have the right overall cyber risk governance program in place, the potential
reputation risk consequences can amplify the company’s exposure to both tangible and
further intangible consequences that may be difficult, costly, and lengthy to repair.
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3 Know who your cyber risk actors and stakeholders are

All companies should undertake a critical exercise consisting of two activities: updating an

ongoing threat matrix (as to actors and potential perpetrators) and understanding who the

stakeholders are of your cyber risk exposure, what their expectations are of your company’s
cyber risk management, and what would happen if those expectations were not met.

4 Have a deep understanding of your organization’s “crown jewels”

By knowing what cyber attackers are looking for—whether it is intellectual property, personally
identifiable information, trade secrets, executive personal profiles, or financial information—
the cyber risk governance triangle can exercise more effective oversight and management.

5 Engage in a relevant cyber risk public-private partnership

Corporate sector reception of the US government NIST framework has been generally positive,
showing that public-private partnerships on developing the best cyber risk governance and
management frameworks can be powerful. Such public-private partnerships, though voluntary,
should be encouraged and become the norm. Austria, Germany, the Netherlands, Spain,
and the United Kingdom have established formal public-private partnerships for cyber
security, while both Japan and Malaysia have set up official partnerships.

6 Develop a cross-disciplinary approach to cyber risk management

Recognition of the complexity and novelty of cyber risk means no one expert can really “own”
the issue; cyber risk morphs too quickly for silos to work. Instead, the best and brightest

minds from a variety of disciplines need to be engaged. Whether one or more functions take
the lead (information security, corporate security, enterprise risk management), each function
should own a piece of the puzzle while working with others to understand the entire puzzle.

7 Develop a cross-segmental/divisional approach to cyber risk management

Another cutting-edge trend among companies at the high end of creating effective cyber
risk governance entails deploying an integrated cross-disciplinary and cross-divisional team
to keep a steady eye on cyber risk management within and across the company. In this way,
each relevant function and each business segment owns one or more relevant slices of
cyber risk management.

8 Make cyber risk governance an essential part of your organization’s
resilience approach

Those that perceive their cyber risk to be high or very high (e.g., utilities and global tech-
nology companies) can do periodic, even surprise, cyber security-related crisis management
drills with executives and occasionally even board members. They should also have a well-
developed emergency response and business continuity program in place.
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9 Choose one of the three effective cyber risk governance models

* The Vigilant Model: Involves leadership that is engaged, knowledgeable, and vigilant
on cyber risk issues, even though the entity has a relatively low to medium exposure to
cyber risk given its operations, products, services, and footprint.

* The Integrated Model: A highly evolved form of cyber risk governance that has engaged,
knowledgeable, and vigilant leadership, with effective, integrated cyber risk management
and governance at a largely decentralized, medium to high exposure organization

* The Command & Control Model: Another form of highly evolved cyber risk governance
with engaged, knowledgeable, and vigilant leadership as well as an effective form
of cyber risk management and governance that is organized in a more centralized,
command-and-control manner for a more centralized organization that has medium to
high cyber risk exposure.

10 Transform effective cyber risk governance into an opportunity for better business

While not every company can transform its cyber risk into possible additional value in
the form of new products and services and new revenues to the company, as some of
the companies we profiled have done, every company can certainly implement business
process improvements, with greater efficiency and coordination that in turn will provide
cost savings in the form of fewer incidents, not losing important stakeholders (investors,
customers, employees), and not paying exorbitant fines or legal and litigation costs.
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Introduction and Overview

“We live in an age of digital Darwinism ... Evolution
doesn’t wait.” Though this quote from digital trend
analyst Brian Solis of Altimeter Group is not directly
about technology (it’s about innovation),' it could just

as easily be said about the subject of this report: cyber
risk governance. It speaks to the pace, breadth, and
depth of change taking place. It speaks to the era we live
in of limits being pushed, molds being broken, and the
unexpected shattering the expected.

Innovation and change in cyber tools, techniques, armor,
and weapons is breathtaking. Because of this rapid-

fire change, cyber risk governance is no longer a “nice
to have” but a “must-have,” regardless of the type of
entity: big or small; domestic or international; for-profit,
nonprofit, university, or governmental agency.

While much of the focus on cyber risk and cyber security has
been on the technical perspective, this report aims to provide
an overview of how companies can incorporate cyber risk into
their existing enterprise risk management (ERM), executive,
and board governance structures. What are the emerging
models for board involvement? What is the proper delineation
of responsibilities between the board and management?
Where have companies chosen to house oversight for
cyber risk management within their organizations?

In the wake of the well-known and massive cyber breaches
in the United States (Target, Anthem, Sony, JP Morgan)
and other international cases—notably, Malaysian
Airlines, the Government of Singapore, European cases,
and increasingly, financial and governmental targets in
Latin America,? what do post-breach crisis management
practices and disclosure to shareholders look like?

And where are companies that are leaders in tackling
cyber risk management and oversight taking cyber risk
management and governance in the medium-term future?
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In the research conducted for this report, The Conference
Board approached a number of corporate executives

and experts from a broad cross-section of industries and
professions. While some were reluctant to draw attention
to their companies given the truly disquieting nature of
the subject, a good majority of those we contacted were
willing to share their concerns and provide information on
their current practices. The Conference Board agreed to
conduct these interviews on a not-for-attribution basis,
as the purpose of its research is to share emerging best
cyber risk governance practices with others in an effort to
inform and disseminate knowledge.

This report draws on the learning and experiences of a wide
array of corporations, think tanks, associations, experts,
and data from publicly available sources as well as from
one-on-one interviews with representatives of some of the
leading global companies today in the health care, financial,
infrastructure, outsourcing, and technology fields.

The focus is on cyber risk at the top of the corporate house:

* The board of directors, which provides oversight on
critical risk issues and sets appropriate performance
incentives related to risk management;

¢ The C-suite/executive team, which executes the
strategy and issues tactical guidance to the rest
of the organization on critical risk matters; and

* The frontline management tackling the critical
cyber risk issue itself on a daily basis.

For any entity—corporate, nonprofit, public—that does
not have a well-formed, thought-through, and constantly
tested cyber risk governance framework, the work of
managing, mitigating, and countering cyber risk will be
exponentially more difficult. Proper cyber risk governance
is all about getting the architecture and substance of
cyber risk management right for your organization.
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Cyber Risk and Cyber Security in Context

“Good boards...recognize the need to
adapt to new circumstances—such as
the increasing risks of cyber-attacks.

To that end, board oversight of cyber risk
management is critical to ensuring that
companies are taking adequate steps to
prevent, and prepare for, the harms that
can result from such attacks. There is

no substitution for proper preparation,
deliberation, and engagement on cyber
security issues. Given the heightened
awareness of these rapidly evolving risks,
directors should take seriously their

obligation to make sure that companies are

appropriately addressing those risks.”

Luis Aguilar, SEC Commissioner, June 2013

Aguilar of the US Securities and Exchange Commission
made this statement before the attacks on Target, Home

Depot, JP Morgan, Sony, and the US government itself
(in June 2015, the identities and personal employment

details of 21 million current and former US government
employees were apparently hacked or compromised; in
September, it was also first revealed that the fingerprints
of approximately 5 million of these US employees were

acquired through these cyber attacks).*

Organizations need to understand and conquer their cyber
risks and develop an appropriate and effective cyber risk

governance framework.

www.conferenceboard.org

Cyber Risk: From the Not So Sublime to the
Not So Ridiculous

Two recent incidents illustrate just how sweeping cyber
risk can be:

1

Executives specifically targeted by state-
sponsored hackers The top global executive team
of a Fortune 100 company was specifically targeted
by nation-state hackers through a persistent long-
term effort that eventually yielded these executives’
and their families’ complete personal data, including
Social Security numbers, health insurance and
health information, home addresses, emails, phone
numbers, and anything and everything else that
was kept in this company’s “secure” C-suite human
resources database. To this day, the company and
its executives do not know what the nation-state is

interested in doing with this information.

35 million users of adultery website Ashley
Madison “outed” by cyber hackers; CEO steps
down because of related “reputation risk” There’s
trouble for 35 million would-be adulterers who are
members of the Ashley Madison website (motto:
“Life is short. Have an affair.”) as they have fallen
victim to hackers who claim to have captured the
personal information of all the site’s users. The
consequences of this revelation have been multiple
so far and are likely to continue for some time as
new stories are revealed of fake accounts and
possible misrepresentation, leading to the recent
resignation of the company’s CEO and possible
suicides by individuals who have been outed.®
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What Is Cyber Risk Governance?

Governing cyber risk is “not just about addressing
technology gone wild,” as a cross-section of cyber risk
expert executives at the front lines of managing this issue
have noted.® Rather, cyber risk governance is a framework
adopted within an organization to deal with the new and
evolving risks relating to cyber space both within the
organization and as the organization interfaces with the
outside world. In this framework, the critical actors are
the board, the C-suite or executive team, and frontline
top management in charge of executing cyber risk
management. This cyber risk governance triangle:

* Adopts, oversees, and promotes an appropriate,
concerted, and coordinated philosophy or approach
to cyber risk and cyber security for the organization;

* Develops the necessary and appropriate strategy
(and budget, resources, and incentives) to execute
on that philosophy or approach; and

* Implements that strategy in the most nimble and
effective manner possible at an operational and
tactical level.

Table 1 provides an overview of the role, duties, and
responsibilities of the board with regard to cyber risk
governance under current law (specifically Delaware).

Many good resources have been developed by know-
ledgeable technical, risk, and governance experts and
and institutions over the past few years, including The
Conference Board, although the literature on under-
standing the risk governance aspect of this issue

is fairly new and still underdeveloped.”

10 EMERGING PRACTICES IN CYBER RISK GOVERNANCE

Table 1

Legal duties and responsibilities summary for
US-based boards: Where cyber risk fits

* Under Delaware law, there are three fiduciary duties
directors owe to their corporations:

— Duty of care
— Duty of loyalty
— Duty of good faith (an element of the duty of loyalty)

® There also exists the duty of oversight (another aspect
of the duty of loyalty)

* Suggested ways to fulfill oversight responsibilities
with respect to cyber security:

— Understand cyber risk

— Evaluate the organizational approach to
cyber security

— Request regular briefings on cyber risk/threats
— Prioritize material cyber risks to protect business value

— Request a security technology “road map” and
budget estimates to implement the strategy

— Test the company’s response plan with a
cyber exercise

* SEC Commissioner Luis Aguilar suggests “ensuring
the adequacy of a company’s cyber-security measures
needs to be a part of a board of director’s risk over-
sight responsibilities.”

® The commissioner also suggests using the NIST
frameworks, creating separate risk committees, and
delving into what roles information security should
play within management®

a Speech by SEC Commissioner Luis Aguilar, “Cyber-Risks and the
Boardroom,” NYSE, June 10, 2014 (http://www.sec.gov/News/
Speech/Detail/Speech/1370542057946#.U_qxa2NpfuY).

b This table is a summary of the memo written by the general counsel of
a leading company, incorporated in Delaware, to the board featured
in this post from The Conference Board Governance Blog describing
what the general counsel believes the board’s duties may be regarding
cyber risk oversight quoted in: Marcel Buscescu, “Duties and Liabilities
of the Board regarding Information Security,” The Conference Board
Governance Blog (http://tcbblogs.org/governance/2015/02,/05/
duties-and-liabilities-of-the-board-regarding-information-security/).
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How Cyber Risk and Other Risks Intersect

Cyber risk is not a stand-alone or isolated issue. It cuts
across other major risks that can adversely affect the
strategy and business plan of an organization, and it is

frequently related to criminal and even national security risks.

1. THIRD-PARTY AND SUPPLY CHAIN RISK

A wide array of third parties, ranging from individuals
to global corporations, can have physical and/or digital
access to company employees, systems, or properties,
creating cyber risk.

Figure 1

Defining the components of cyber crimes and
cyber espionage

According to the International Institute for Strategic
Studies, a UK-based think tank considered one of the
foremost authorities on global political and military
conflict, cyber crime and cyber espionage can be broken
down into six main categories:

1 The loss of intellectual property (IP) and business
confidential information. Ironically, in an era of
big data, predictive analytics, and increased data
mobility and mobile access, IP that a company has
yet to realize as IP may be going out the door.

2 Cyber crime, which costs the world hundreds of
millions of dollars every year.

3 The loss of time-sensitive financial and business
information that can be used for possible stock
market manipulation.

4 Opportunity costs, including service and employment
disruptions, and reduced trust for online activities.

5 The additional cost of securing networks, insurance,
and recovery from cyber attacks.

6 Reputational damage to the hacked company.

Source: “Reframing the Issue: New Ways to Think about Cyber Risk and
Security,” The Conference Board, Council Perspectives, 2013.
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Some of the third parties organizations should be
concerned about are:

* Individual consultants or temporary workers

* Small to medium-size contractors and subcontractors
who work on company premises or facilities

¢ Third-party vendors and suppliers to whom sensitive
access may be given and who do not have sufficient
internal cyber readiness of their own

¢ Business process outsourcing third parties who manage

some of a company’s “crown jewels” when it comes to
cyber risk—like personal, health, or financial data

° Joint venture and other partners

¢ Suppliers and vendors along an organization’s supply
chain, which can be extensive and involve many layers
of contractors, subcontractors, and sub-subcontractors,
with possible access to physical or virtual assets

A weakness anywhere along this complicated chain of
relationships and subrelationships can become a golden
opportunity for an alert or stealthy cyber attacker.

2. EMPLOYEE OR OTHER INSIDER RISK

An organization’s own employees are often the weakest
link in the chain of cyber security since they possess
legitimate access to physical and virtual assets, to which
they can also gain illegitimate access. An Economist
piece called “The Enemy Within” discussed how rogue or
negligent employees pose a cyber security and an overall
risk to an organization.®

Employees who are ignorant (because their company may
not provide proper training) or negligent (despite their
company’s reasonable efforts to train) about protecting the
company’s assets by not following simple protocols (like
using password protection for a company-issued device or
not clicking on an unknown link and letting malware in) are
often the way in which hackers, both pranksters and others
with more broadly nefarious objectives (state-sponsored
hackers, for example) get into a cyber system quietly,
eventually making their way to the cyber “crown jewels.”
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3. SOCIAL MEDIA OR OTHER TECHNOLOGY RISK

Social media risk intersects with cyber risk when
employees, executives, board members, or third parties,
using social media apps, download the wrong apps or
allow themselves to be preyed upon by cyber attackers
lurking within the specific social network. This can happen
on any platform—Twitter, Instagram, LinkedIn—when
individuals open their devices to possible cyber hacking,
including through malware.

It can also occur when company secrets or material
nonpublic information is casually revealed to the public,
opening a company up to be targeted by cyber criminals or
nation-state actors.

4. |P THEFT OR INDUSTRIAL ESPIONAGE RISK

Intellectual property (IP) theft and industrial espionage
risk often relate to third party, supply chain, employee,
or insider risk, where a weak link allows a cyber attacker
seeking IP assets, commercial secrets, or trade secrets
to find a way into the organization’s system and finds its
strategic plans, unpublished financial data, confidential
projects, or blueprints.

5. PHYSICAL SECURITY AND SAFETY RISK

Physical security and safety risk can intersect with cyber
risk when state-sponsored hackers penetrate organizations
and target the personal data of employees, including
high-level leaders, executives, and even board members.
Investigators believe the hackers of the US Office of
Personnel Management (see the case profiled on page 34)
were state sponsored.

It is not yet clear what the intruders will do with the
personal records of millions of people, but one possible
avenue is to build individual dossiers on high-level
executives and leaders for future extortion or other
criminal or reputation-harming purposes.

6. GEOPOLITICAL RISK

Geopolitical risk intersects with cyber risk when cyber
acts or crimes are or become issues of national security.
This can occur in a commercial setting, such as when
cyber espionage takes place within the private sector

12 EMERGING PRACTICES IN CYBER RISK GOVERNANCE

when a company like a defense contractor or a research
university has sensitive government contracts that
become juicy targets, especially for state-sponsored or
even direct nation-state cyber espionage.

Other times, such cyber espionage activities can have
geopolitical risk implications when cyber hacking takes
place directly against government and military targets,
whether through third parties or directly by nation-state
actors. Clearly the Edward Snowden case is a leading
case of an insider (in his case an approved independent
contractor) having top-secret access to data and
information (whether approved or attained wrongfully as
an insider) at the National Security Agency, ostensibly one
of the most secure governmental agencies in the world.

THE SPECIAL CASE OF REPUTATION RISK

The Reputation Risk Handbook: Surviving and Thriving in the
Age of Hyper-Transparency provides the following working
definition of “reputation risk”:

“Reputation risk is an amplifier risk that layers on or
attaches to other risks—especially (environmental,
social and governance) ESG risks—adding negative
or positive implications to the materiality, duration
or expansion of the other risks on the affected
organization, person, product or service.”'

The significance of reputation risk as an amplifier of another
underlying risk like cyber risk cannot be overstated in this
age of hypertransparency and superconnectivity, when it
takes just a moment for information—whether accurate,
inaccurate, or malicious—to travel to a worldwide network
of willing recipients. In “The Downside: Five Cases of Cyber
Risk Management Gone Wrong” (page 23), the effects of
cyber risk management gone wrong on the reputations of
the companies profiled will be further illustrated.

In October 2015, Marsh released an important new survey
of global corporate executives showing that the two top
global risks concerning C-suites and risk executives today
were cyber and reputation risk, especially the reputation
risk associated with cyber breaches: “79% of respondents
selected reputational damage from a sensitive data breach
as the most likely and high-impact risk.”"
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Cyber Risk Actors and Stakeholders

In addition to (and because of) the age of hypertransparency
and superconnectivity, we are also witnessing the rise of the
age of virtual warfare, which involves all manner of actors
and stakeholders. It isn’t confined to national or international
government actors or boundaries. It isn’t just the bailiwick
of governments, militaries, and their leaders. It may not
involve traditional weaponry, but it involves a variety of
new, outside-of-the-box tactics, strategies, and virtual
weapons with potential and real impacts as devastating as
those of traditional warfare—or possibly worse.

Who are the strategists, generals, admirals, captains,

and soldiers of this new form of borderless asymmetrical
warfare? In one corner (the commercial corner) are the
board, the C-suite, and the subject matter experts from
companies, NGOs, universities, agencies, towns, small
businesses, and individuals, all of whom are potential
actors. Many if not all are also potential stakeholders and
potential victims, as we are learning with every new cyber
incident that unfolds. Joining them in that corner are a
host of governmental (national and international) agencies
and departments that are not only assisting in some cases
but also withstanding serious and continuous attack from
other actors “in the other corner.”'2

In the other corner, we have a vast array of cyber actors
ranging from the unhappy hacker sitting in his basement,
intruding on systems and networks around the world for
fun or mischief, to the highly organized and purposeful
nation-state that is looking to get into another nation-
state’s or its leading corporations’ systems and networks
for hostile, espionage, or other nefarious purposes (see
Figure 2 on page 14). In the middle of this range are a
variety of other insiders and outsiders.

In such a chaotic and not-so-brave new world, the leaders
of organizations and the governance function of every
entity (whether a company, a government agency, an NGO,
or a university) must act with the knowledge, preparation,
oversight, deliberateness, and effectiveness of a war
machine—not necessarily because they will engage in
warfare but because they need to be prepared.

In fact, there is much debate right now about the legality

and desirability of nongovernmental entities like banks, for
example, taking it upon themselves not only to proactively
defend but also to retaliate against cyber intruders. This is

www.conferenceboard.org

the new Wild West, and it will take time for this area to sort
itself out from a legal standpoint. As the Financial Times
stated in a recent series on “Cyber Insecurity”: “Companies
are seeking to use more aggressive tactics to neutralise
hackers. But the law limits how far active defence can go.”'®

This virtual war is new and misunderstood, without clearly
defined targets, “enemies,” or other objective boundaries,
and it is constantly metamorphosing—changing in size,
nature, quality, and impact not just periodically, but daily—
even hourly. Cyber insecurity occurs in a new dimension
and involves a form of virtual tribalism and possible warfare
without frontiers. It involves attacks, counterattacks,
defense, counterdefense, and the need for unprecedented
thinking in a time of asymmetric information and reality.

CYBER ACTORS

There are basically three kinds of cyber actors:

1 Pedestrians: those that act within cyber space in
a largely lawful and unhurtful manner for either
personal or professional purposes—most daily
users of the internet and related technologies
whether for personal or professional purposes;

2 Attackers: those that act in cyber space for more
obscure, illegal, nefarious, criminal, or terrorist
purposes; and

3 Defenders: those that are the cyber cops,
counterterrorists, cyber militaries protecting
their populations, businesses, countries, or other
legitimate interests. This latter group isn’t past
being aggressive as well, but its principal purpose is
to bring order to chaos, defend people and assets,
and hunt down the “bad guys.”"

The Intel IT Threat Agent Library’s threat agent risk
assessment provides an overview of the variety of
possible cyber actors and the activities they are mostly
likely to be engaged in.”
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Figure 2

CYBER ACTORS: INSIDERS AND OUTSIDERS
Sources of security incidents, 2013-2014

Insiders

2013 W 2014

Outsiders

2013 MW 2014

31%

35%

Current employees

27

30
I

Former employees

16

18
I

Current service providers/consultants/contractors

13

15
I

Former service providers/consultants/contractors

12

13

Suppliers/business partners

10 11
I
Customers

8%  10%
.

Terrorists

12 15

Organized crime
10 16

Activists/activist organizations/hacktivists
10 16

Information brokers

14 24
I

Competitors

6 9

Foreign entities and organizations
4 7

Foreign nation-states
6

Domestic intelligence service
32 24

Hackers
24 18
Do not know

Source: “Managing Cyber-Risks in an Interconnected World: Key Findings from the Global State of Information Security Survey 2015,” PwC, 2015
(http://www.pwc.com/gx/en/consulting-services/information-security-survey/download.jhtml).
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CYBER STAKEHOLDERS

Everyone is a cyber stakeholder sooner or later—even
those who do not frequent the internet or use social
media. Otherwise completely disconnected people,
perhaps an elderly person who doesn’t know how to use

a computer or an impoverished rural family without the
means to own a computer, still have a stake in cyber safety
because they are likely to have their personally identifiable
information stored digitally at an insurance company,
bank, government agency, or health care facility.

Even if we are roaming the cyber world as mere cyber
pedestrians, generally minding our own business and
not inflicting harm on anyone else, we have a stake in
the cyber world not being dangerous to our health or
well-being or that of our family, friends, and colleagues.
In other words, we have an expectation that others in
the cyber world—our employers, banks, and health care
facilities that hold our confidential personal data, for
instance—have the proper defenses and protections in
place against cyber criminals, spies, bullies, and others
who may seek to invade privacy, steal identities, or
abscond with other valuable or sensitive information.

A given company or organization could have a variety of
possible reputation stakeholders on a given issue or crisis
at any given time (including a cyber security incident).

Figure 4

Figure 3
REPUTATION STAKEHOLDERS

Partners Communities
Owners/
c / shareholders
onsumers -
purchasers Governments

Media

. - Prospective

Regulators i employees

Employees

" Non-governmental
organizations

Third parties/ =
supply chain

Source: Andrea Bonime-Blanc, The Reputation Risk Handbook: Surviving and
Thriving in the Age of Hyper-Transparency (Oxford: DO Sustainability, 2014).

The people ultimately responsible for proper oversight,
strategy, and implementation of a sound cyber risk
governance program are the board, the CEO and C-suite,
and frontline executives in charge of cyber risk and cyber
security. The effectiveness of an organization’s cyber risk
governance triangle is the only thing that stands between
that organization managing through a cyber risk crisis
relatively successfully or stumbling and falling with material
financial and reputational costs. Some of the downside
cases we examine later in this report speak to this issue.

Organizational Reputation Stakeholders

Internal

External

Owners/shareholders/investors:
e Family

e Private

* Public

* Government

 Institutional

e Activist hedge funds

Boards of directors, trustees, or supervisors
Board committee & chairs
Council of advisors

Employees

Temporary & contract workers
Labor unions

Workers councils

Customers, purchasers, & clients

Users of products and services

Prospective owners, shareholders, investors

Partners & suppliers

Communities

Non-governmental organizations

Prospective employees

Government agencies, regulators, enforcers:

Local
Provincial/state
National
International

Media & social media

Source: Andrea Bonime-Blanc, The Reputation Risk Handbook: Surviving and Thriving in the Age of Hyper-Transparency

(Oxford: DO Sustainability, 2014).
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Cyber Risk in a Technological Context

SOCIAL MEDIA

Social media is “anywhere users can communicate with
each other through an application.”'® While commonly
cited examples of social media include Facebook, Twitter,
Instagram, and Snapchat, sites such as Match.com,
Tumblr, and Shazam can also be categorized as such.
While social media was once believed to be no more than a
fad, this is no longer the case, as it has created significant
change in how people and businesses communicate. While
many people recognize positive uses of social media—
one-fourth of the global population had a social media
profile of some kind in 2014—many fail to consider the
risks associated with these tools."”

Since few regulations exist regarding social media, it can
be easily exploited for malicious purposes. For individuals,
this can include identity theft, as hackers can extract
mass quantities of personal information from social

media profiles.”® Attackers can also use these profiles to
propagate “consumer scams, phishing, malware, and the
sale of stolen goods.”" For businesses, the implications
extend beyond this. Even a fake social media profile
created for a company executive can wreak long-lasting
damage on the company’s reputation. Using social media
to infiltrate an organization is another possibility—over
one-quarter of data breaches in 2012 used social tactics.?°

The threats arising from social media exploitation often
come from hackers trying to make money, collect data,
or disparage businesses, but another cyber risk has come
about from terrorist organizations. These organizations,
most notably ISIS, largely use social media to communicate
with their members and enlist new ones. Techniques
used include hashtag hijacking—when the organization
“piggybacks on trending hashtags to spread propaganda.”
ISIS and its supporters have also been able to hijack
social media profiles of US Central Command to not only
spread propaganda but to dismantle the credibility of the
government institution’s security measures.'

BIG DATA

Big data is the term used for data sets massive enough
to extend beyond the capacity of what modern data
processing systems can handle. Over the past few years,
it has become a buzzword often associated with creating
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new technologies and more precise marketing mechanisms,
but it also has great implications for cyber security. One
clear negative impact of big data is that with more useful
data sets come more hackers who want that data. However,
the importance of “big data” gives rise to companies
performing big data analytics. From IBM to smaller firms,
many believe combining current cyber security knowledge
with data analytics on a massive scale is the next step in
cyber security.?? Using big data analytics to run through vast
amounts of data needed for use cases and software testing,
cyber security technology can grow faster than ever.2®

INTERNET OF THINGS (IOT)

The loT is the network of objects electronically connected in
some capacity to either other objects or to manufacturers/
operators. The ultimate goal of the loT is to push society
forward through automation and “smart” products, ultimately
creating much more convenience in everyday life. However,
having such an interconnected network leads to the risk
of both more frequent and more harmful cyber attacks.

The loT increases the threat of a cyber security attack

for all firms. According to a study on the loT by HP, 70
percent of the most frequently used loT devices contain
vulnerabilities and thus create risk for the network at large.
Cyber criminals, as a result, are quickly seeking out ways to
exploit this system for their personal gain. The loT creates
more points of access for hackers as it opens operating
technology systems that have traditionally been closed.?*

Only recently, several incidents have been reported in

the media of remote access and control by hackers of
computerized car systems, for example. One such event
took place in July 2015: “In the first action of its kind for
the auto industry, Fiat Chrysler last week announced

the recall of 1.4 million US vehicles to install software to
prevent hackers from gaining remote control of the engine,
steering, and other systems.”?

Risk for cyber attacks is further increased through

the loT’s need for cloud computing. Cloud computing,
essentially storing and processing data on the internet
rather than locally, has its benefits, but like the loT itself,
it comes with many risk challenges that have yet to be
adequately addressed.?
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ARTIFICIAL INTELLIGENCE

“The development of full artificial
intelligence could spell the end of
the human race.”™

Stephen Hawking

Artificial intelligence (Al) is an area of computer science
that has the goal of developing computer systems that
can function and solve problems like humans.?® Modern
computer systems have the capacity to perform simple
tasks with remarkable efficiency. Al is not designed with
these problems in mind. Rather, Al is being designed to
reason as humans do and to adapt to situations so that
computers can tackle more complex issues, perhaps with
some human involvement, but eventually autonomously.?

The idea of Al elicits mixed reactions from both the
typical person and the world’s greatest minds. Bill Gates,
Stephen Hawking, and Elon Musk have all expressed
concerns that Al will one day pose a serious threat to
humans, to the extent that it may one day lead to our
extinction.®® This idea, however, is only a long-term
concern. For now, Al has been used successfully for
military and retail purposes (drones), among others.
Looking to the near future, experts believe it will create
remarkable change in myriad industries, including in
cyber security.®!

However, the applications of Al to some other technologies
currently under development—for example, machines

that could be equipped with Al and deployed for warfare
(so-called killer robots, which military in various parts of
the world are interested in or already developing) could
spell serious if not truly deadly consequences to mankind.
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Al has already played a role in cyber attacks. At the start
of the Arab Spring in 2011, the hacker group Anonymous
used Al to clog the networks of the Tunisian government,
ultimately bringing down the websites of the president,
prime minister, and the Tunisian stock exchange. For the
most part, however, Al is believed to be beneficial for
cyber security. Once developed enough, Al will have the
capacity to “implement algorithms designed to identify
cyber threats in real time and provide an instantaneous
response.” 32 Because humans often identify cyber threats
too late, evolving computer systems are believed to be a
beacon of hope in preventing cyber attacks by hackers.

THE CLOUD

The cloud is a network of servers, each with a different
function. One function can be to run applications, as is
the case with the Adobe Creative Cloud. Another more
commonly spoken of use of the cloud is data storage,
such as through Dropbox, Google Drive, Microsoft Azure,
and iCloud. Cloud computing, “the process of sharing
resources to optimize performance,” is adopted by
businesses for its efficiency, scalability, and reduced
cost when compared to hardware.3®

While the benefits of cloud computing are many, so are
the risks. The amount of information stored in “cloud
applications has significantly increased the threat surface
for cyber attacks.” The risk increases further because 1

in 4 employees violates “corporate data security policy in
public cloud applications, opening organizations to risk of
data breach and compliance concerns.” In the event of a
cyber attack on a cloud application, not only can hundreds
of thousands of files be exposed and stolen (“the average
organization has 100,000 files that contain sensitive
information stored within public cloud applications”),

but the attacker can also use administrator privileges to
change user passwords and delete accounts.®*
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The Cyber Legal Framework in the United States, European Union, China, and Latin America

UNITED STATES

REGULATION & LEGISLATION

Considering cyber security regulation, the consensus
among lawyers and industry leaders is that there is a
growing distance between cyber threat development and

the law. There is some legislation regarding cyber security,
but for the most part, only tangentially. As of now, there is
no comprehensive federal legislative framework for cyber
security. Revisions to the existing laws have been considered,
but there has not been any major cyber security legislation
since 2002 (though there have been major attempts).3®

While the United States has had a federal privacy law in
place since 1974 (the 1974 Privacy Act), it has always had
a different take from other countries on how to protect
such data, creating a post-breach reporting obligation
rather than requiring too many pre-breach precautionary
measures. Since the dawn of the age of the internet,
California has led the way in terms of digital data breach
reporting requirements, adopting the first comprehensive
state law of this kind in 2003. Most of these laws focus
on aspects of cyber risk having to do with the reporting of
the breach, loss, or theft of protected data to appropriate
government authorities. As summarized by a leading
publication on this topic, since 2003:

Approximately 47 states, the District of Columbia
and other US jurisdictions, and the federal banking,
health care, and communications agencies have
also required companies to provide mandatory

data breach notification to affected individuals,

and imposed affirmative administrative, technical,
and physical safeguards to protect the security of
sensitive personal information. Dozens of other
medical and financial privacy laws also exist in
various states. There is, however, no single omnibus
federal privacy law in the US. Moreover, there is no
designated central data protection authority in the
US, though the Federal Trade Commission (FTC) has
essentially assumed that role for consumer privacy.*

Despite legislation around cyber security being somewhat
decentralized, there are some provisions worth noting.
Among them is the Homeland Security Act of 2002 (HSA),
which gave the Department of Homeland Security some
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cyber security responsibilities beyond those assumed

by its general responsibilities. The E-Government Act of
2002 is one of the more significant federal efforts. This
law guides federal IT management and initiatives to make
information and services accessible online and has various
cyber security requirements.¥

While federal legislation is lacking, regulatory bodies have
introduced industry-specific legislation. Section 5 of the
Federal Trade Commission Act is one example of this. It
states that the FTC has the capacity to investigate “unfair
or deceptive acts or practices in or affecting commerce.”
The wording of this section has afforded the FTC the right
to look into “unfair and deceptive” privacy and data security
practices. In many ways, the FTC has become, almost by
default, the federal agency most involved in the oversight
of federal cyber security regulations and issues.3®

Another example of regulatory efforts is the Securities and
Exchange Commission’s Division of Corporate Finance
Disclosure Guidance. Released in 2011, the guidance
requires disclosure, as with any other potentially material
issue, of a cyber risk incident, development, or threat that
may be material to the investor.®* Government agencies also
have responsibilities regarding cyber security in specific
sectors. For the Department of Transportation, this is of
course the transportation sector. The National Security
Agency is in charge of all cyber security efforts in national
security; and military cyber space operations are handled
by the Department of Defense’s US Cyber Command.*°

EXECUTIVE BRANCH INITIATIVES AND GUIDELINES: NIST

The National Institute of Standards and Technology
(NIST) was established in 1901 to better the nation’s
measurement infrastructure. While NIST now does some
of the same work, it has since expanded into a number
of fields, including information technology (IT).*' Within
the IT space, NIST’s mission involves “accelerat[ing] the
development and deployment of systems that are reliable,
usable, interoperable, and secure.”? To continue on this
mission, and in response to President Obama’s Executive
Order 13636, NIST worked on creating a framework “for
reducing cyber risks to critical infrastructure.”?
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Issued in February 2013, Executive Order 13636,
Improving Critical Infrastructure Cybersecurity, is meant
to help establish a more innovative and efficient cyber
environment while also promoting security and civil
liberties. The Executive Order directed NIST to create
what is now known as the Cybersecurity Framework
(“Framework”) first delivered approximately one year
later. While the Framework is meant to allow critical
infrastructure organizations to better manage and limit
cyber security risk, the Executive Order (and NIST) did
not make it mandatory; rather, it is a voluntary guidance
formed by a collaborative effort between NIST and
thousands of industry leaders.** Ultimately, the main
purpose of this Executive Order has been to facilitate the
flow of information and collaboration between the US
government and the critical infrastructure companies.

NIST defines critical infrastructure as:

Systems and assets, whether physical or virtual,
so vital to the United States that the incapacity
or destruction of such systems and assets would
have a debilitating impact on cyber security,
national economic security, national public health
or safety, or any combination of those matters.*°

The Framework is composed of the Framework Core,
Implementation Tiers, and Profiles. The Core, “a set
of cyber security activities, desired outcome, and
applicable references that are common across critical
infrastructures,” is made up of five Functions: Identify,
Protect, Detect, Respond, and Recover.*¢ These
Functions make up a loose view of the cyber security
risk management life cycle of a company. Within each
Function, there are actions to be taken.

For the Identify Function, one action is to conduct a NIST
Cyber Framework Readiness Assessment. This is meant

to compare and contrast a critical infrastructure’s current
information security program attributes with those of

the five Functions. Simultaneously, the infrastructure
using the Framework must develop a cyber security

or information governance charter to help coordinate
activities between departments. Updating the security and
data protection policy suite to incorporate NIST vocabulary
and structure, thus allowing ease of communication with
internal and external parties, should also be considered.
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The Protect Function consists of three actions: the critical
infrastructure must receive anticipatory alerts to potential
threats, participate in cyber information sharing, and build
safeguards. These are both vendor assessment processes
and enhanced contractual safeguards.

The Detect Function is fairly simple in that the sole

action is to continuously scan for threats and malware.
Updating the Respond Function to meet guidelines entails
developing plans for any sort of cyber security breach;
these plans can and should be tested with simulations.
The action suggested for the Recover Function is to
classify all assets with regard to criticality and sensitivity
so as to help companies focus their efforts accordingly.

After considering these functions, an organization can
identify its Categories and Subcategories for each
Function. The Framework’s Implementation Tiers

are designed to describe the degree to which and
organization’s cyber security risk management practices
exhibit the characteristics defined in the Framework. The
tiers, from 1 to 4, display how reactive an organization is
to how risk informed it is. Lastly, the Framework’s Profile
explores the outcomes that derive from a business’ choice
of Framework Categories and Subcategories. *

As it stands, the industry is receiving the NIST Framework
well. An Intel use case indicates approval of the
Framework and a desire to continue using it to further
improve the company’s risk management systems. As the
Framework is constantly being updated, Intel does suggest
the Framework include the cyber threat intelligence life
cycle.*® While Intel views the Framework in a positive light,
opinion is split among industry experts; the consensus,
however, is that its mere existence is a success.*’
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EUROPEAN UNION

“The [EU cyber security] strategy
highlights our concrete actions
to drastically reduce cybercrime.
Many EU countries are lacking
the necessary tools to track down
and fight online organized crime.
All Member States should set up
effective national cybercrime units
that can benefit from the expertise
and the support of the European
Cybercrime Centre EC3.7°°

Cecilia Malmstrom, EU Commissioner for Home Affairs.

This statement from an EU leader shows the importance

that the European Union is placing on cyber security while
working on a long-term plan that will include consideration
of an EU-wide cyber security directive similar to the long-

established and well-regarded EU Data Protection Directive.

EU measures that have been put into place on cyber
security are not yet as well developed as those relating

to the European Union’s data privacy regulations
embodied in the Data Protection Directive, which provides
detailed rules on data protection that all member states
must comply with. These rules include those of lawful
processing, of security of processing, on transparency

of processing, and on promoting compliance.® Though
not specifically created for cyber security purposes, the
Data Protection Directive is an example of a supranational
regime that is among the most developed in the world
certainly when it comes to data privacy protection as an
important subset to cyber risk issues.
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Data protection laws exist not only through the European
Union’s member states’ laws but also in the Council of
Europe’s (CoE) data protection laws. The CoE specifies
that security measures should be taken to protect against
accidental and unauthorized destruction or loss of data.

Beyond data protection, per se, the European Union also
has strict laws on cyber crime (not only on data but also on
computer systems in general). These laws, decided upon
at the Budapest Convention, forbid the following:

* lllegal access—obtaining access to a computer
system without right, not necessarily with the intent
of accessing data

* lllegal interception—intercepting the transmission
of nonpublic data

¢ Data interference—damaging, deleting, altering, or
suppressing data without right

¢ System interference—hindering the functioning
of a computer system without right

* Misuse of devices—producing, selling, importing,
or distributing a device or computer program that
is to be used in committing the above offenses

The Budapest Convention also outlines laws on computer-
related forgery, fraud, child pornography, and copyright
infringement, among others.5?

However, the European Union has a major cyber security
strategy initiative under way, including passing a cyber
security directive that is expected to be adopted shortly.5?
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CHINA

China has some of the most stringent cyber security
measures of any nation or region, including the European
Union. These regulations may seem unreasonable from

a Western perspective as they can severely limit market
access opportunities for international information and
communication technology (ICT) firms and may create
significant risks for related intellectual property. One
industry perspective is that these stricter regulations, which
came into place earlier this year and are often strategically
vague, have been disingenuously placed under the rubric of
national security (due to the Edward Snowden situation)
but are actually thinly veiled protectionist measures
designed to promote local businesses.5

A number of the new cyber security regulations apply mostly
to the banking industry. Imposed by the China Banking
Regulatory Commission (CBRC), these regulations require
banks to strengthen their cyber security infrastructure.
Specifically, by 2019, 75 percent of IT needs to be “secure
and controllable,” as defined by the CBRC. From 2015

to 2019, banks need to increase the use of “secure and
controllable IT” by 15 percent annually, and they can allocate
no less than 5 percent of their annual IT budgets to research
and development of “secure and controllable IT.”%

The purposefully vague phrase “secure and controllable”—
which featured heavily in the July 1, 2015, promulgation
of China’s new National Security Law—is the focus of
concern for many multinational corporations. The Chinese
leadership has not clarified what makes information
technology “secure and controllable,” but in early drafts

of the as-yet-unfinished Counter-terrorism Law (which will
eventually buttress the National Security Law), legislators
included the requirement that foreign ICT firms hand over
source code, encryption keys, and other vital intellectual
property, or that they install “back doors” specifically for
Chinese authorities. If these regulations eventually emerge
as such, they will effectively block many foreign ICT firms
from participation in much of the Chinese market, given that
many MNCs would not capitulate to those requirements.
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The National Security Law also assigns regulators wide-
ranging powers to “establish national security review
and supervision institutions and mechanisms, and
conduct national security reviews of key technologies
and information technological products and services that
influence or are likely to influence national security.”>¢

And cyber security initiatives have not been limited

solely to finance—they have now become a focal point

in China’s government. Political leadership has made the
State Council Information Office the head of China’s cyber
security initiatives. Ultimately, the government’s policies
read as a combination of promoting local business and
protecting genuine national security interests. Because
foreign software potentially threatens national security,
domestic businesses, state-owned enterprises, and
government ministries are encouraged—and increasingly
required—to use domestic software, even if it is lower
quality.”” Technocratic pushback on the quality issue from
local managers concerned about their ability to function
with substandard ICT infrastructure seems to have been
mostly suppressed by the national security establishment.

Most of China’s cyber crime laws are present in articles
285, 286, and 287 of the Chinese Penal Code. Article

285 states that it is illegal to intrude “into computer
systems with information concerning state affairs,
construction of defense facilities, and sophisticated
science and technology.” Article 286 is broader and states
“whoever violates state regulations and deletes, alters,
adds, and interferes in computer information systems,
causing abnormal operations of the systems and grave
consequences” will be imprisoned. It continues in saying
the interference of data transmission and the creation
and distribution of computer viruses is illegal. Article 287
focuses on using computers for financial crimes.®® There
are some other laws, but the five main cyber crimes are:
illegal accessing, illegal data retrieval, illegal controlling of
computer systems, providing tools for illegal accessing or
controlling, and sabotaging computer systems.%’
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LATIN AMERICA

Latin American nations, especially those at the forefront
of economic growth and financial services within the
hemisphere (Colombia, Brazil, Mexico), have recently
developed much greater cyber security awareness and,
in some cases (e.g., Colombia), laws or public national
policies that specifically address cyber security issues in
highly targeted industries such as the banking sector and
the government and critical infrastructure sectors.

An extensive report made in June 2014 by the Organization
of American States (OAS) and Symantec, together

with several leading companies and other regional
organizations, provides an overview of the state of

cyber security legislation in 30 of the 32 countries that
constitute Latin America and the Caribbean.®® The most
comprehensive overview so far of this topic in this region,
the 2014 OAS/Symantec report shows that only a few
countries even have a law or national public policy on cyber
security, although all of them seem to have in greater or
lesser measure federal or national agencies dedicated or
at least mobilized to understand and crisis manage cyber
security events affecting the nation or major parts of the
nation such as the financial sector, for example.
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The OAS/Symantec report also distinguishes several clear
trends in Latin America with respect to cyber security:¢'

* Manufacturing is the most targeted industry. Of
the top 10 industries targeted in 2013, manufacturing,
construction, and professional services topped the
list by far.

° Data breaches are on the rise. Dubbed “The Year of
the Mega Breach,” 2013 saw over 552 million identities
exposed by data breaches. At risk were the typical
types of private data contained in credit cards, financial,
medical, and other forms of personal information.

* Targeted attacks continue to grow. The report
states that “Attacks against specific individuals or
organizations are evolving, with cybercriminals adapting
spear-phishing campaigns to be stealthier and adding
watering-hole attacks to their toolkits.”

¢ Social media scams are on the rise. In 2013, cyber
criminals continued to mine social media as a rich
source of data.

* Banking Trojans and heists increase. The report
states that “across Latin America and the Caribbean,
the number of incidents involving banking Trojans has
increased significantly. Initially discovered in Mexico,
malware targeting ATMs has spread to other countries
through-out the Americas.”

* Major events provide rich targets. The World Cup
in Brazil became a major target for cyber criminals
who have engaged in “countless malware operations,
phishing schemes, and email scams related to the
tournament.” The fact that Brazil will be hosting the
2016 Olympics will certainly not lower the allure of the
region to cyber criminals.
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The Downside: Five Cases of Cyber Risk
Management Gone Wrong

Target

In December 2013, Target disclosed that it had been

the victim of one of the largest security breaches to
date, affecting over 100 million people. Some of these
individuals had their credit card information stolen, some
had their personal information stolen, and approximately
12 million people had both stolen.®? The breach was

of such magnitude that it created a 46 percent drop in
profits for that quarter compared to the year prior, and it
ended with the resignation of CEO and Chairman Gregg
Steinhafel approximately six months later.®

Russian hackers were said to be behind this breach.®*
They worked their way into Target’s corporate network by
compromising a third-party vendor. Through this vendor,
the hackers were eventually able to gain control of Target’s
servers and point-of-sale systems, from which they were
able to grab all the credit card information easily.®

By February 2014, the costs associated with the breach had
risen above $200 million. The company laid off about 500
employees and left another 700 positions unfilled. Employee
morale was also at an all-time low, and Target had to
devise new ways to improve it, including allowing employees
to wear jeans and polos to get them motivated again.®

In an effort to prevent a similar breach from happening again,
Target has spent approximately $100 million in upgrading
its payment system to support chip-and-PIN enabled cards.
Had this been enabled prior to the breach, no customer card
information could have been stolen. From the card information
stolen, the hackers were able to make about $54 million.®”

With a breach of this magnitude, there are several cyber
security lessons to be learned. For any company, network
segmentation—the breaking up of a network into many
separate parts—is a must. Had Target’s networks been
segmented, the hackers could not have gotten such easy
access to the company’s POS systems by going through

a third-party vendor. And Target already knew that it had
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cyber weaknesses; in fact, its own cyber detection tool
had discovered these concerns, but they were not properly
reported and elevated.%®

Many banks lost money in the canceling and reissuing of
cards after the breach, and part of their mandate has to
be ensuring that their third-party vendors are using secure
systems.®® Since this incident, the credit card industry seems
to have learned some important lessons and introduced
new cyber defensive measures, most recently in the form
of chip technology embedded in newly issued cards.”®

Target’s board throughout this process went through a
learning curve that has prompted other boards and the
governance industry as a whole to wake up and maybe
even overdo it a little on learning about and preparing for
a potential cyber crisis. Important governance takeaways
from this case are that boards and company management
need to be vigilant in advance, pay attention to their IT
and audit departments, and adapt their approach to cyber
risk to their industry and potential exposure. At Target,
the board took steps to minimize the likelihood of further
breaches, including replacing its CEO and hiring new top
talent to manage cyber security.”!
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REPUTATION RISK ASSOCIATED WITH CYBER RISK

From the database of RepRisk ESG Business Intelligence, of 100, is considered to be a “high risk” exposure).
the RepRisk Index (RRI) of Target shows a “Peak RRI” of 62 The company’s RRI, notably, continued to be high for
in February 2014 (which, out of a possible maximum score the rest of the year into the first half of 2015.

Figure 5

Reputation risk analysis for Target, 2014-2015
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Note: RepRisk monitors environmental, social, and governance (ESG) issues in relation to various entities, updated daily by highly trained analysts, and conducts
searches for negative stakeholder sentiment in 15 languages across thousands of sources. The RepRisk Index (RRI) is RepRisk’s proprietary algorithm that
dynamically quantifies reputational risk exposure related to ESG issues. The RRI does not measure a company’s overall reputation, but rather is an indicator

of the company’s reputational risk. The RRI ranges from 0 to 100, with 0 to 25 indicating low risk exposure, 25 to 50 indicating medium risk exposure, 50 to

75 indicating high risk exposure, and 75 to 100 indicating very high risk exposure. The “Peak RRI” signifies the highest level of criticism in the last two years.

For more on RepRisk’s methodology, please visit: http://www.reprisk.com/methodology/.

Source: RepRisk AG
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FINANCIAL PERFORMANCE RISK ASSOCIATED WITH
CYBER RISK

Figure 6 shows the change in market capitalization of
Target, starting one month before the cyber event was
disclosed and ending one month afterward, relative to

a group of peer companies listed in Table 2. Based on
market data analyzed by Steel City Re following standard
reputation risk analysis methods, there is an immediate
impact of the cyber incident publicly disclosed on
December 18, 2013, with a period of underperformance
of around 5 percent relative to the average of the peer
companies (Table 3, page 33).

Notwithstanding the cyber incident—or other reasons

in conjunction with or separate from it—it appears that
strong reputation value built into Target over a period of
years provided it with some resilience. The Target stock
outperformed its peers by 10 percent over the next year

through January 2015, for a net gain of 3.64 percent (Table

3, page 33) or around $1.45 billion (Table 4, page 33).

Figure 6
Market capitalization analysis for Target
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Note: Steel City Re is a provider of quantitative solutions for corporate reputation
value. For Target, 5 peer companies were identified from compilations generated by
Google Finance and Factset. For determining the short-term enterprise effect, stock
price returns were measured over a window beginning 4 weeks before the public
announcement of the cyber event and continuing 4 weeks beyond the announcement.

Source: Steel City Re

Table 2
Dates and peer groups used for market capitalization data
Public notice 4 weeks 14-month
of event prior window Peers
Target 12/18/13 11/18/13 01/18/15  Costco, Walmart, Dollar General, Dollar Tree,
Family Dollar Stores
JP Morgan 10/02/14 09/02/14 11/02/15  Wells Fargo, Citigroup, Goldman Sachs,
PNC Financial Services, American Express
Sony 11/24/14 10/24/14 12/24/15  Canon, Panasonic, Toshiba, Harman
International Industries, Whirlpool
Anthem 02/24/15 01/24/15 03/24/16 UnitedHealth Group, Cigna, Aetna, Humana,
Health Net, Molina Healthcare
Source: Steel City Re
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JP Morgan Chase

In October 2014, JP Morgan Chase announced that
Russian hackers had successfully breached its systems
and retrieved information on 76 million households and 7
million small businesses. The attack was first identified in
July, but only publicly announced months later.”? Slightly
fewer than a dozen other financial institutions were also
targeted, though almost all these attacks failed.”® Though
JP Morgan Chase has not disclosed the cost the breach
represented for the company, its security budget increased
thereafter by $250 million annually.” In August 2015, CEO
and Chairman of the Board Jamie Dimon announced that
the bank’s cyber security budget would double over the
next couple of years to $500 million a year.”®

The hackers perused JP Morgan’s computer system for
several weeks undetected and successfully obtained
identification information on the customers, but they failed
in getting more sensitive financial information. The cyber
attackers may have been acting as part of a complicated
international effort by five individuals who may or may
not be connected to any governments.”¢ It is not clear
whether the purpose of the attack was purely financial,
political, or both. It may have been an effort to signal to
the United States that Russia can penetrate the systems
of even the largest and most secure financial institutions.

Others think these actions may have been in retaliation for
the sanctions placed on Russia due to the Ukraine conflict,
although the latest information also raises the possibility
of purely financial motivation.

A key lesson in this case is that even well-prepared
companies are susceptible to security breaches, and they
must always be vigilant. In this case, the hackers were
able to stay in JP Morgan’s system entirely under the
radar. Another lesson is that security software cannot be
limited to defenses against commonplace attacks. The
hackers were successful in this instance because they
deeply analyzed JP Morgan’s system and created malware
specifically to get through the company’s security. More
specialized security mechanisms are needed to provide a
strong defense against serious attackers.”

REPUTATION RISK ASSOCIATED WITH CYBER RISK

The RepRisk Index for JP Morgan shows a “Peak RRI” of
62 in June 2014 (before the cyber incident was publicly
disclosed in October 2014). The numerous other legal,
litigation, and government settlement issues that JP
Morgan was dealing with at the time would explain this
peak before the cyber incident was publicly disclosed.
The bank’s current RRI is 57, a relatively high score that
has nevertheless remained steady for the past year.

Figure 7
Reputation risk analysis of JP Morgan, 2014-2015
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Note: The RRI ranges from 0 to 100, with 0 to 25 indicating low risk exposure, 25 to 50 indicating medium risk exposure, 50 to 75 indicating high risk exposure,
and 75 to 100 indicating very high risk exposure. The “Peak RRI” signifies the highest level of criticism in the last two years. For more on RepRisk’s methodology,

please visit: http://www.reprisk.com/methodology/.

Source: RepRisk AG

: = "
-’O'J -‘c\ o ’ O
T - T A ey “0--d’ O--5 -
- : y o | 4 . L i 50
N.2 AR - - o
Low risk High risk
|
0 0
A S ON

pDCJFMAMJJASONDJIJFMAMUI J Now

JPMorgan Chase & Co
Current RRI Peak RRI

57 -1 « 62 inJun 14

75
Comparison with sector(s) *
Current RRI Peak RRI

35.1 = 75 inFeb15

e e

o----0  Maximum RRI of sector(s)
oo Average RRI of sector(s)

26 EMERGING PRACTICES IN CYBER RISK GOVERNANCE

www.conferenceboard.org



FINANCIAL PERFORMANCE RISK ASSOCIATED WITH
CYBER RISK

As a powerful chairman of the board and CEO of JP
Morgan, Dimon appeared to have control over the public
relations on this matter which, as tracked in reputation
risk and financial impact terms, did not seem to negatively
affect either the financial or reputational profile of JP
Morgan materially or significantly.

This may be partly explained because of the banking

sector’s already relatively low reputation with stakeholders

as a consequence of many years of bad news, litigation,

and fines. Thus, the additional impact of the cyber incident

was not significant.

Figure 8 shows only a minor immediate impact of the
cyber incident publicly disclosed on October 2, 2014.

At less than 1 percent, it is not significant and didn’t
deviate substantially at that time from the peer financial
companies (Table 3, page 33).

What this seems to indicate is that the cyber event, while
mildly impactful, did not have a material or lasting effect
on the financial condition or performance of JP Morgan’s
stock relative to its peers used in this case. Again,
because the bank had established a reputation for cyber
security that was evidenced by substantial investments
in security (it described itself as a technology company
that accepted deposits) and it handled the cyber crisis
relatively well, it is possible to suggest that the cyber

www.conferenceboard.org

incident itself did not have a major impact on either the
financial viability or reputation risk profile of JP Morgan.
Subsequent to disclosure of the breach, JP Morgan
outperformed its peers by about 9.5 percent (Table 3,
page 33), adding an excess of $15 billion to its market
capitalization (Table 4, page 33).

Figure 8
Market capitalization analysis for JP Morgan
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Note: For JP Morgan, 5 peer companies were identified from compilations
generated by Google Finance and Factset. For determining the short-term
enterprise effect, stock price returns were measured over a window beginning
4 weeks before the public announcement of the cyber event and continuing

4 weeks beyond the announcement.

Source: Steel City Re
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Anthem

On February 24, 2015, Anthem Inc. announced a data
breach involving data on 80 million former and current
customers and employees. In the breach, no medical
information was compromised, though the hackers
obtained personal identification information, from Social
Security numbers and birth dates to contact information
and employment data.”®

The breach is expected to cost Anthem well over $100
million, which is how much it has in cyber insurance
coverage. This cost covers informing its consumers and
providing complimentary credit monitoring and identity-
theft services; further unforeseen costs will ramp up the
total bill even higher.”®

The breach is believed to have happened anywhere from
one to eight months prior to Anthem’s announcement.

While no perpetrator has been confirmed, industry analysts

speculate that it may be the Chinese cyber espionage
group Deep Panda, which may or may not be affiliated with
the Chinese government. This hypothesis rests on how the
breach was conducted—what is known as an Adobe Flash
zero-day exploit. While personal identification information
is typically stolen for use in financial fraud or identity theft,
Deep Panda is not associated with such acts, so the theory
is that the data were stolen either to be sold or to be used
by the Chinese government.8°

Among the takeaways from this breach is that companies,
be they in the health care industry or another industry,
should encrypt personal data to limit the damage of an
attack and thus limit damages faced in court, even if, like
Anthem, they are not legally obliged to do so.®'

Companies also need to closely monitor anomalies in their
systems, as this can be immensely helpful in preventing
attacks. In health care specifically, companies should
ensure their security measures are more stringent than
merely adequate, as the information used in health care
is of great use to identity thieves, so the industry faces
more threats than some others. # Boards of health care
organizations and others, like banks, that have vast
troves of personal data must be proactive in ensuring that
management has the right governance, tools, and people
in place to protect such assets.

REPUTATION RISK ASSOCIATED WITH CYBER RISK

The RRI for Anthem shows a “Peak RRI” of 46 (out of 100,
considered a “medium risk” exposure) in February 2015,
right after the incident was publicly disclosed and lasting at
least through September 2015. Though not considered a high
risk exposure within the RRI, Anthem’s risk exposure prior
to the incident was consistently low (at under 25). Even more
telling, as compared to its peer group at an RRI of 17 (low risk
exposure), its current (and peak) RRI of 46 is relatively high.

Figure 9
Reputation risk analysis of Anthem, 2014-2015

RepRisk Index Trend for Anthem Inc (formerly known as WellPoint Inc)
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Note: The RRI ranges from 0 to 100, with 0 to 25 indicating low risk exposure, 25 to 50 indicating medium risk exposure, 50 to 75 indicating high risk exposure,
and 75 to 100 indicating very high risk exposure. The “Peak RRI” signifies the highest level of criticism in the last two years. For more on RepRisk’s methodology,

please visit: http://www.reprisk.com/methodology/.

Source: RepRisk AG
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FINANCIAL PERFORMANCE RISK ASSOCIATED WITH
CYBER RISK

The qualitative and quantitative consequences of this
event to the financial and reputational well-being of the
company—and its stakeholders—are several and continue
to unfold given that this case is relatively recent.

Figure 10 shows a low immediate impact of the cyber
incident publicly disclosed in February 2015 as compared
to the overall trend line of peer companies. The period of
underperformance was only around 1.4 percent. However,
Anthem management had been forewarned of its cyber
exposures, and Anthem’s electronic health records are
governed by protection requirements under the Health
Insurance Portability and Accountability Act of 1996.
Expectations among health care insurance stakeholders
are higher, or put a little differently, because of the highly
regulated nature of the health care insurance industry
and the increasing number of incidents, stakeholders
have higher expectations than ever. In the months
subsequent to the breach, Anthem’s equity value
continued to underperform relative to peers, ultimately
underperforming by 11.5 percent, depriving shareholders
of an estimated $4 billion (Table 4, page 33).
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Figure 10
Market capitalization analysis for Anthem

20%

=
%]
53

10%

5%

Change in Market Capitalization

0% / 4
VP70 N A W | 2/26/15 3/26/15

-5% *&a
“@=ANTM PEER AVERAGE

Note: For Anthem, 6 peer companies were identified from compilations
generated by Google Finance and Factset. For determining the short-term
enterprise effect, stock price returns were measured over a window beginning
4 weeks before the public announcement of the cyber event and continuing

4 weeks beyond the announcement.

Source: Steel City Re

EMERGING PRACTICES IN CYBER RISK GOVERNANCE 29



Sony

On November 24, 2014, hackers released a massive
amount of Sony Pictures Entertainment’s (SPE) confidential
data as the result of a major malware attack that likely
started a year before. Among the data was the personal
identification information of past and present employees.
This included employees’ names, addresses, government
identification (passport, license, Social Security, etc.)
information, bank account and credit card information,
usernames, passwords, compensation, and other
employment information.® Beyond this, private emails and
electronic files owned by SPE were also released. Though
this attack was against a multinational company, the US
government also became visibly involved in this case partly
due to purported national security reasons.84

The perpetrators of the hack were a group called
Guardians of Peace (GOP). GOP members first stated
that they conducted the breach because of the imminent
release of SPE’s film, “The Interview.” The motive later
seemed to include monetary compensation.® It is not
clear who is behind GOP. Because “The Interview”
concerns the death of North Korean leader Kim Jong-un,
many, including the US government, claimed the hack
was the work of North Korea. Other theories include a
frustrated former or current employee, hacking groups
such as Anonymous (which often conducts such breaches
for pure enjoyment), or other cyber criminals.8

30 EMERGING PRACTICES IN CYBER RISK GOVERNANCE

Many lessons can be learned from this attack. SPE
officials had previously made clear that they opted not to
invest heavily in cyber security, as they believed the cost
was not worth the “minuscule” risk of a breach. In fact,
with an information security team of only 11 people at the
time of the hack, Sony barely invested in cyber security
at all. However, some assess the current cost estimate

to Sony for this incident in the $100 million range. As
such, one major lesson is that cyber security is worth the
investment, even if chances of an attack seem minute.®”
It also bears mentioning that while this case became
notorious, SPE is only a small part of a much larger
publically traded corporation, Sony, and as such would not
necessarily or easily have a material effect on its parent.

Other lessons are not related directly to cyber security
but rather the implications of an attack. The senior
executives and board of Sony became visibly involved in
the drama surrounding this case as it became fodder for
the media and social media given the somewhat gossipy
and salacious nature of the high-level executive emails
that were revealed, leading up to the resignation of SPE
Co-chair Amy Pascal, who was the author of many of
these emails, including some considered to be racially
insensitive or racist regarding President Obama.®® Since
this episode, Sony has disclosed greater investments in
cyber security.
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REPUTATION RISK ASSOCIATED WITH CYBER RISK

The RRI for each of Sony and SPE shows a “Peak RRI” of
63 and 71, respectively (out of 100, considered a “high-
risk” exposure) in January 2015, soon after the initial cyber

incident was disclosed in November 2014. Both RRIs have
decreased substantially since then to stabilize in the range
of the company’s peers in the high 20s and low 30s.

Figure 11
Reputation risk analysis of Sony Corp, 2014-2015
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FINANCIAL PERFORMANCE RISK ASSOCIATED WITH
CYBER RISK

The market capitalization chart (Figure 13) for Sony
Corp, the parent company where the financial impact

of reputation risk is likely to concentrate (as SPE is not

a publicly traded entity), the immediate impact of the
cyber incident publicly disclosed in November 2014 does
not seem to be significant, certainly in comparison to its
peer group of companies. SPE is only a small portion of
a much larger diversified global company, and thus the
financial implications of the cyber event at one unit would
not necessarily have a major impact on the financial
performance of the larger entity.

Whereas stakeholders likely held Anthem’s management
culpable, they likely excused Sony’s management due to
the extenuating circumstances: that a nation-state actor
was the alleged perpetrator of the crime and that SPE is
not a health care insurance company with heightened legal
data privacy obligations. Indeed, compared to its peers,
Sony appears to have a better-than-average performance
in the marketplace, outperforming its peers by 62 percent
and adding an excess of $12 billion to the company’s
market capitalization (see Tables 3 and 4 on page 33).
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Figure 13
Market capitalization analysis for Sony Corp
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Note: For Sony, 5 peer companies were identified from compilations generated
by Google Finance and Factset. For determining the short-term enterprise
effect, stock price returns were measured over a window beginning 4 weeks
before the public announcement of the cyber event and continuing 4 weeks
beyond the announcement.

Source: Steel City Re
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Summary of Financial Implications

Figure 14

Change in market capitalization for four publicly traded
companies: immediate, follow on, and net effects

Tables 3 and 4 and Figure 14 provide a summary overview
of financial data regarding the four publicly traded
companies examined that have suffered cyber attacks in
the past two years. Building reputation resilience over the
years yields material dividends, as evidenced by Target’s 60%
and JP Morgan’s relative recoveries and net gains relative
to peers, notwithstanding the attacks. Failing to do so or
inviting allegations of culpability by not addressing risk,
as evidenced by Anthem’s relative underperformance,
appears to destroy value. Major media events, even when
they involve major media companies, are not necessarily
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Note: For determining the follow on enterprise effects, stock price returns were
measured from 4 weeks beyond the announcement to the sooner of the present
or to 12 months beyond. For determining net effects, stock price returns were
measured beginning 4 weeks before the announcement to the present or 14
months from the start if possible. The gain or loss for the index company was
determined relative to the average performance of the peer group over the
comparable period.

Source: Steel City Re

Table 3

Equity performance (in percentage) of four publicly
traded companies with cyber security events
Equity performance effect relative to peers (%)

Table 4

Equity performance (in dollars) of four publicly
traded companies with cyber security events
Equity performance effect relative to peers (SMM)

Immediate Follow on Net Immediate Follow on Net
effects effects effects effects effects effects
Target -4.92% 10.67% 3.64% Target ($1,829) $4,848 $1,450
JP Morgan -0.80 9.80 9.50 JP Morgan (1,920) 17,165 14,945
Sony 8.98 45.07 62.19 Sony 1,900 8,906 12,030
Anthem -1.39 -8.84 -11.52 Anthem (715) (3,160) (3,947)

Note: For determining the follow on enterprise effects, stock price returns were measured from 4 weeks beyond the announcement to the sooner of the
present or to 12 months beyond. For determining net effects, stock price returns were measured beginning 4 weeks before the announcement to the
present or 14 months from the start if possible. The gain or loss for the index company was determined relative to the average performance of the peer
group over the comparable period.

Source: Steel City Re
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US Office of Personnel Management

In early June 2015, the US Office of Personnel
Management (OPM) announced that a cyber attack had
occurred in which the personal data of millions of federal
employees had been hacked. The government’s latest
reports on this incident state that not only were the
records of 21.5 million current and former employees
acquired by hackers, but so were the fingerprint records of
5.6 million of these individuals.®

The data breach apparently began in March 2014. In
July, Katherine Archuleta, then the director of OPM,
acknowledged that there had been an attempted breach;
however, she denied that any personal identification
information had been compromised. At that point, the
attempted breach was thought to have been done by
Chinese hackers, though this had not been confirmed.?®

Among the data obtained in the breach are government
employees’ Social Security numbers, military records
and veterans’ status information, addresses, birth dates,
job and pay history, health insurance, life insurance,

and pension information, age, gender, race, and union
status, as well as information on spouses and friends.
Also obtained were the results of background checks for
employees seeking security clearances. These results
include more detailed personal information, including
names of the applicants’ friends, and make this breach
not only a gross oversight and error but also an issue of
national security.”
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While many still insist that Chinese hackers, possibly
government employees, conducted the hack, most US
government officials have so far been hesitant to make
any absolute claims. The Chinese have stated that they
are not responsible, and even if they were, that the United
States has been responsible for most cyber attacks on
Chinese government websites.”?

Though the US government deals with attempted hacks on
a daily basis, this event is particularly notable because it
succeeded on such a large scale.”® According to audits of
the OPM, it had significant security deficiencies since at
least 2013 that made this breach significantly easier.”*

An important lesson from this case for cyber risk governance
is that while the intrusion was first detected because of
computer upgrade work OPM was beginning to make and
involved intrusion through another department (the US
Department of the Interior’s personnel department as a
back door into OPM itself), it also involved compromised
credentials of a third-party contractor. There did not
appear to be a concerted approach to cyber risk
management that included, specifically, acknowledging and
acting upon issues identified in audits, rather than knowing
issues existed and opting not to fix them. Of course, some
of the issues endemic to the operations of the federal
government may have also played a role in the low cyber risk
defense capability of this department having to do with lack
of appropriations.”® What this shows, once again, is that
the weakest link in the chain will open the door to a cyber
savvy intruder with much greater ambitions.
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Concluding Observations about the Downside Cases

These five downside cases provide a sample of what can

happen under a variety of circumstances for different
industries, sectors, and situations, from a diversity of

perpetrators and attackers, for a host of different reasons.

These cases illustrate what happens when:

You are somewhat prepared and the consequences
are not that dire (JP Morgan)

Cyber risk is considered a low probability in your
industry and you get a major cyber hit (Sony)

Your third parties’ access to company assets isn’t
protected properly, devastating your defenses (Target)

You have Insufficient funds and your antiquated
systems have not been upgraded in a long time,
leading to the broadest breach ever of employee
records including highly sensitive records (OPM)

Intruders are interested in exposing salacious details
about the internal workings of your company and
publish damaging emails (Sony)

You are in a very high-risk, regulated industry
and don’t take your sector’s exposure seriously
enough (Anthem)

You had earlier knowledge of the issue but did not
heed alarm bells (Target, Anthem, Sony, OPM)

Attacks on your organization come from another or
multiple other countries, to this day unclear whether
for national security, criminal, or other reasons
(Sony, JP Morgan, Anthem)
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These are all cases that can provide valuable lessons to
the critical role that proper cyber risk governance must
play in any kind of entity, including the board, the CEO

and C-suite, and the top functional leaders heading up
cyber security and risk management. Indeed, a June 2015
Ponemon Institute survey of about 250 US board members
indicates the serious impact that the cases examined
here, among others, have had on boards of directors (and
therefore, we can assume, the other two elements of the
cyber risk governance triangle).

Table 5
The impact of known cyber breaches on
board of directors’ awareness
Significant and moderate responses combined
89% Target data breach
72 Recent case involving Chinese spys
operating within Pittsburgh area companies
68 JP Morgan Chase cyber attack
62 Insider threats and recent cases
involving malicious employees
62 Home Depot data breach
40 Sony PlayStation data breach
36 Chatter about cyber terrorist attacks
against critical infrastructure
32 TJX data breach
17 Veterans Administration data breach
1 Successful hack of the
Healthcare.gov website
n=245
Source: “Defining the Gap: The Cybersecurity Governance Study,”
Ponemon Institute, June 2015 (http://www.fidelissecurity.com/bridg-
ingthegap/Board_of_Directors_Cybersecurity_Governance.pdf).
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Table 6
Reputation risk effects at the four companies examined

TARGET

Peak RRI Occurred at height of bad publicity and
consequences of cyber breach becoming fully known.

Current RRI Has recovered over time slowly but still
relatively high for its peer group of companies suggesting
a longer-term reputational taint from this affair.

JP MORGAN CHASE

Peak RRI Occurred a couple of months prior to cyber breach
being made public and potentially reflecting other bad
publicity regarding multiple fines and litigation JP Morgan
was dealing with at the time.

Current RRI Not much lower and still relatively high compared
to peer companies, reflecting the fact that from a reputation
risk standpoint JP Morgan continues to be very much in the
crosshairs of regulators and the media.
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TARGET

JP MORGAN
CHASE

SONY

Peak RRI Occurred as the fuller implications of the

Sony Pictures Entertainment cyber hack became known,
including major salacious inside Hollywood details revealed
by hacked emails.

Current RRI Has dropped to within the range of peer
companies, reflecting the fact that the cyber hack did not
have long-term negative reputation risk consequences on
the company.

ANTHEM
Peak RRI Occurred immediately upon revelation of the
cyber hack and has continued to this day.

Current RRI Continues through mid-2015, showing an
ongoing high reputation risk impact and pressure on
Anthem, with a very high RRI relative to its peer companies.

July 2015 RRI M July 2015 RRI of peer companies

FEB 2015

SONY ANTHEM

Note: The RepRisk Index (RRI) captures criticism and quantifies a company’s or projects’ exposure to controversial environmental, social, and governance issues.
It does not measure overall reputation but rather is an indicator of reputational risk. The range is from 0 to 100, with 0 to 25 indicating low risk exposure, 25 to 50
indicating medium risk exposure, 50 to 75 indicating high risk exposure, and 75 to 100 indicating very high risk exposure. The “Peak RRI” signifies the highest level
of criticism in the last two years. For more on this methodology, see: http://www.reprisk.com/methodology/.

Sources: RepRisk AG and The Conference Board

Reputation risk—a strategic risk just like cyber risk can

of

ten be—can only aggravate and amplify the financial

and other risks unleashed by a major cyber incident. And
boards are finally putting the two together and consider

th

36

em the top two global risks today.”
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These events are feeding into a much greater awareness
overall, but specifically and finally in the boardroom and
executive suite, with greater pressure on proper resources
and budgets being allocated to a risk that is going nowhere
but up in likelihood and impact. A 2014 Gartner summary
of worldwide security spending from 2012 projected to
2016 demonstrates the increased pressure on budgets by
industry sector, showing a change of $60 billion in 2012 to
a projected $83.2 billion in 2016.”7
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The Upside: Five Companies Taking a
Proactive Approach to Cyber Risk Governance

This section drills down into the heart of what five leading
global companies in different sectors are doing today

to meet, mitigate, and perhaps even get ahead of the
constantly encroaching, mutating, and diversifying cyber
risk threat.

Because of the nature of the threat—imminent,
changeable, potentially devastating—we are not disclosing
the identities of the companies profiled in this report.
Like their peers, they are under siege from a host of
cyber attackers. Their willingness to share the basics of
how they are managing and developing their cyber risk
governance is a tribute to the fact that many companies,
for-profit and nonprofit organizations, and government
agencies are engaging in unprecedented cooperation,
sharing, and development of tools, techniques, and best
practices to meet and defeat cyber risk.

The companies profiled range from a purely domestic,
highly regulated, leading electric power utility to a global
technology company with a presence in 100-plus countries.
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From sectors in which data privacy is king (health care

and business process outsourcing (BPO)) to sectors

where physical security is paramount (protection of the
electric grid), these five companies provide a strong cross-
section of leading and even best practices in cyber risk
governance in the corporate world today.

This report’s review of the cyber risk governance frame-
work of each of these five leading companies zeroes in
on the following questions:

* When and why did cyber risk governance begin
at the company?

* Who owns cyber risk management?
* What is the role of the CEO and C-suite?

* What is the role of the board in cyber risk
oversight today?

* What are important current and future cyber risk
governance practices and opportunities?
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Table 7

Summary overview of five companies’ cyber risk governance frameworks

Company profiled Industry Key challenges Keys to success Future trend/opportunity
US-based Technology = *® The cloud Hybrid centralized/ Integrated cross-
Fortune 50 (software & | o Protecting customers distributed approach disciplinary
global technology hardware) « Protecting executives Conquering cloud security nimble teams
company ] Evolving cloud security
Staying ahead strategies and business
opportunities
US-based Fortune Utility ® Critical infrastructure Constant crisis drills Rolling and constant
250 elect‘r.ic protection Partnership with crisi§ managem.ent and
power utility * Bigdata usage of government agencies readiness exercises
private data Industry information Eublic priyate partnership
sharing (|n-f<.)rmat|on and actual
] crisis management)
Cross-functional
team approach
Proactive interested
experienced board
European-based Insurance/  * Data privacy Finding solutions Financial companies
global Fortune 50 financial * Heavy & multiple through own experience that provide cyber risk
insurance company regulatory regimes developing own cyber- insurance need to find
i ) readiness program solutions for themselves
Selllr‘1g sc?lutlons to be credible in an
reqUIre§ internal increasingly competitive
perfection but confusing cyber
® Prime target risk insurance marketplace
financial crimes
® Dual board structure
might hamper oversight
US-based Health care  * Data privacy Developing integrated Combining and deploying
Fortune 50 * Multiple regulatory due diligence platform NIST and ISO 27001
global health regimes for aggressive acquisition platforms to manage
care company - strategy to include cyber cyber risk
¢ Prime target ; ;
iy e risk review Moving information
o Creating global platform security into an
Heavy acquisition spree for cyber risk readiness integrated global
D] IS security function
hlgh—rlsk environments & platform
(China)
US-based Fortune BPO & ¢ Data privacy High data driven environ- Independent global
250 global business | computing | Heavy & multiple ment has forced first security platform un-
outsourcing and services mover advantage in beholden to other

computing services
company

regulatory regimes

* Selling solutions
requires internal
perfection

finding useful solutions

businesses’ P&L

Source: The Conference Board
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US-Based Fortune 50 Global Technology Company

WHEN AND WHY CYBER RISK GOVERNANCE
BEGAN AT THE COMPANY

The company began to formalize its enterprise risk
management (ERM) program in 2005 and then created a
cyber risk governance program in 2009. It is in an industry—
global software and hardware—that is at the center of cyber
issues, including cyber security considerations that occur
daily around the world. This is a company that was sensitive
to cyber issues even before we began to learn of the large-
scale cyber attacks of 2011 and beyond.

When it formally adopted cyber risk governance in 2009,
the company had a decentralized global business and
functional structure, with a cyber risk governance program
at global headquarters and a distributed or decentralized
cyber risk governance program organized at each of its five
fairly autonomous divisions. This structure, according to the
executive interviewed for this case, represented a “loose
coalition of the willing” where the divisions could but were
not obligated to participate in the centralized program.

Partly reflecting an overall corporate restructuring

and partly reflecting the recognized need for a more
centralized—maybe even command-and-control—
approach to cyber risk governance, the company
restructured its cyber risk governance in 2014 to become
a centralized program, driven from global headquarters.

Among the key drivers for this centralization were:

* Anincreasingly hostile cyber environment

¢ The increasing frequency and sophistication
of cyber attacks

¢ The concerted movement to a cloud-based operating
model and the fact that the cloud poses a new series
of cyber risk threats and cyber security challenges

* A couple of specific incidents that exposed the
potential for (or actual) vulnerabilities under the
decentralized model

¢ The fact that cyber attacks are not just coming from
individuals and criminal rings but from nation-states
looking for more than financial proceeds of a crime,
targeting executives and other high-profile individuals
for potentially more nefarious reasons (blackmail,
extortion, etc.)
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WHO OWNS CYBER RISK MANAGEMENT

The company has created a truly cross-disciplinary
approach to cyber risk management. The chief information
security officer (CIS0), the chief information officer

(ClO), the head of cloud engineering, the head of ERM,

and the head of internal audit all own a part of cyber

risk management. A security function—including the
information and the physical and executive protection

unit of the company—also owns pieces of cyber risk
management, including these priorities:

* Security of online services and the protection of
customer data

* Ensuring device integrity
¢ Safeguarding the supply chain
Security and protection of intellectual property

The company’s fraud detection unit also has a role in cyber
risk management, as does the data center operations
team, through its monitoring and testing activities, which
include penetration testing and threat vector analysis.

THE ROLE OF THE CEO AND C-SUITE

In 2014 and 2015, four critical developments took place
at the executive level:

* Monthly CEO risk reviews This has created a real
change of the tone at the top on risk issues, including
opening previously closed doors

* Senior leadership team (CEO direct report) acceptance
of cyber security-related risk Via appropriate escalation
process, final acceptance of cyber security risk is now
at the highest level of the company

* Risk assessment quality improvements To capture
the highest priority risks across the company, whether
divisional or enterprise wide

* Funding Ensuring that proper funding is never an
obstacle to proper risk management of the highest
priority risks
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The CISO, CIO, EVP of cloud engineering, divisional
security VPs, and the head of risk & audit provide the CEO
with a monthly security review that includes a detailed
review of the progress in mitigating the highest priority
cyber security risks. For the past five years or so, the
CISO had owned the discussion of these topics with the
board, but now that the divisional and corporate security
operations have merged into one global virtual team, the
ClO, CISO, and EVP of cloud engineering are the trio that
takes the lead in providing the CEO with these monthly
briefings. Board discussions are led by the CISO, the
ClO, and the head of risk & audit, with rotating security
executives depending upon the topic.

Informally, the entire C-suite also becomes involved in
hearing about and seeing the monthly CEO briefings.
The role of IT, risk, and audit executives is to ensure that
the cyber security issues map well to the cyber defense

initiatives. The coordination of attendance at all the relevant

preparatory meetings is critical to ensure this is happening.

Cyber risk is managed at the executive team level through
the top 20 or so executives having full knowledge of and
regular briefings on cyber risk issues, with the principal
goal that the executive team is on the same page about
the risk priorities that need to be mitigated.

THE ROLE OF THE BOARD IN CYBER RISK OVERSIGHT

In the new centralized model, the board plays a critical

and proactive role in cyber risk governance and oversight.

What began as an audit committee function has now
morphed into two board committees (which sometimes
meet jointly)—the audit committee and the regulatory
and public policy committee—that proactively exercise
joint oversight.
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Additionally, the full board has adopted greater oversight
responsibility than ever before, receiving until recently

a biannual state of information security update, which is
now morphing into a quarterly rhythm, complemented
with bringing in the external perspective at formal board
sessions as well as breakout sessions in the annual
board retreat.

Moreover, the executives in charge of cyber risk
management have taken the full board through an
extensive cyber security review. Because of board
turnover, this exercise has become even more important
to keep all board members fully informed.

Board members recognize that there is an expanded
personal liability dimension to this issue, which partly
explains why cyber risk and security have now become
the domain of the full board.

IMPORTANT CURRENT AND FUTURE CYBER RISK
GOVERNANCE PRACTICES AND OPPORTUNITIES

Because of the nature of its business, the company sees a
large opportunity for creating a cyber security competitive
advantage in its products and services. This has served as an
additional driver of board and executive attention, especially
with cloud-based services, including cyber security solutions
and services and products that are now generally being
delivered through the internet as opposed to shrink-wrapped
boxed products. Through robust risk management practices
and predictable and repeatable operational security hygiene
programs, the company feels it can meet the objectives
set forth in its core security priorities.
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US-Based Fortune 250 Electric Power Utility

WHEN AND WHY CYBER RISK GOVERNANCE
BEGAN AT THE COMPANY

This company has had a formal cyber risk governance
program in place for the past two to three years.

The program was formalized once its executives and
leadership realized that cyber risk was only becoming
more severe given its critical physical infrastructure,
which is susceptible to a cyber attack with potentially
devastating consequences.

Additionally, federal, state, and local governments have
become much more interested in and collaborative with
companies like utilities that have critical infrastructure; a
number of important public-private initiatives are under
way, including utility and federal government working
groups on cyber risk and security issues (see discussion
of NIST framework, pages 18-19).

Not only are a utility’s physical facilities susceptible to
cyber attack, but it also holds and uses a broad swath of
its customers’ personal data. And, in this age of big data
analytics, additional serious privacy concerns go beyond
the traditional ones of holding personally identifiable
information like addresses, phone numbers, and email
addresses to being able to track, slice, and dice information
on customer behaviors. This is especially so with the
dawn of loT, which increasingly allows those holding data
retrieved from multiple loT devices to perform a variety and
breadth of previously unheard-of behavioral analyses.

WHO OWNS CYBER RISK MANAGEMENT

The company’s cyber risk management was originally led
by what it calls its “information resources” team, which
most companies refer to as information security.
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As the program became more formal in the past two to
three years, a larger cross-functional senior steering
committee was formed to include operations executives,
customer relations executives, service executives, and
legal and corporate security, which includes two separate
but coordinated groups—one that handles physical
security and the other that handles cyber security.

The ERM function also plays a role in managing this risk as
part of the ongoing ERM program run by the chief risk officer
(CRO), who reports to the chief financial officer (CFO).

The cyber risk team engages in regular crisis management
planning to include a variety of possible scenarios. Crisis
management includes a cyber risk plan—dealing with this
risk as with any other emergency response plan—that the
board is regularly briefed on.

THE ROLE OF THE CEO AND C-SUITE

The CEO is also chairman of the board, thus providing, at
least theoretically, a very close and direct line from the
C-suite to the board on all things cyber risk.

The executive team has its own cyber security steering
committee that meets regularly and includes the senior
vice president (SVP) of shared services, to whom the VP of
information resources reports. Within the executive team, the
SVP for shared services is the lead executive on cyber issues.

The remainder of the executive team includes the business
heads for each division of the utility, who are present and
engaged in all presentations and updates made by the SVP
shared services on cyber issues and developments.
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THE ROLE OF THE BOARD IN CYBER RISK OVERSIGHT

The board is highly engaged and informed on this issue on
a regular basis. A number of board members have actual
operational utility experience, so they are very familiar
with the details of running a utility and therefore with the
growing concern about and need to oversee cyber risk and
cyber security within the utility space.

This highly engaged board wants to know about any
significant event, not just a cyber one. Because the CEO
is also the chairman of the board, connecting back to the
board on any risk is direct and immediate. The CEO and
chairman makes the determination on whether the full
board has a need to know.

Cyber risk is considered one of the most significant
enterprise risks; thus, unless there is an intervening serious
event, every two to three quarterly board meetings, there
is a full review of cyber and physical security issues.

IMPORTANT CURRENT AND FUTURE CYBER RISK
GOVERNANCE PRACTICES AND OPPORTUNITIES

The company has a living, breathing crisis response plan
in place that is adaptable to changing circumstances, is
reviewed regularly, and provides for periodic drills as well as:

¢ Drills for all kinds of risks

* Keeping in touch with a variety of public and private
entities that can provide information at a time of crisis

* Interfacing with the government
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This utility is also looking at personally identifiable
information housed in the company databases—from
medical and Social Security numbers to driver’s license
information (from 10,000-plus employees) and asking
important questions like:

* Where is the information being collected from?
* Do we need to collect this information?

¢ If we don’t need the information, why not stop
collecting it?

Specifically, the team consists of people from informa-
tion resources, legal, and customer operations, all of
whom are presently looking at this area of private data
collection and proactively trying to understand the
parameters and uses. The company knows a lot about its
customers’ use of power, but what parameters need to
be placed around using big data about customers—what
privacy issues, societal-good issues, or other issues
exist? For example, collecting gross customer electric
use information may be very helpful to managing climate
change issues and improving the green performance of
buildings or communities.
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Europe-Based Global Fortune 50
Insurance and Financial Company

WHEN AND WHY CYBER RISK GOVERNANCE
BEGAN AT THE COMPANY

At this company, the first formal cyber risk/cyber security
program was put in place in 2003 as the result of a
merger with a banking institution that already had stricter
cyber security measures in place. Another reason for

the formalization of the program was triggered by the
contemporaneous results of an audit.

WHO OWNS CYBER RISK MANAGEMENT

The chief operating officer (COO) owns cyber risk

and cyber security. Lead executives with direct daily
responsibility for cyber risk and security are the CIO,
who reports to the COO, and the information technology
security officer (ITSO), who reports to the CIO and is the
sole owner of information security globally.

Though there is no cross-functional team dedicated

to cyber risk management, members of senior
management from operations, information technology,
risk management, or human resources become involved
with specific cyber issues as warranted. More specifically,
there is a close and continuous collaboration between
the offices of the CIO and ITSO, on the one hand, and the
ERM function, on the other hand, supported by structured
processes such as top risk assessment and operational
risk assessment programs.

THE ROLE OF THE CEO AND C-SUITE

The CIO and ITSO issue a quarterly information security
report, which is discussed with the COO and includes
current challenges, mitigation measures, and funding
status and requirements.
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Because it is based in Europe, the company is structured
to include an executive board made up of sitting
management and a supervisory board made up entirely

of outside directors. Thus, information security risks are
also presented to the executive board-level risk committee
as part of the quarterly risk report. There is no dedicated
information security committee to exercise oversight. The
ITSO brings ad hoc matters to the COO via the CIO.

Information security is not only related to IT but to
business information more broadly. Awareness campaigns
are conducted across functions involving all employees.
Awareness and processes play an important part of the
information security efforts (i.e., they are not purely
focused on technical solutions).

Among some of the reasons for heightened awareness
of cyber risk within the company are the fact that
digitalization (e.g., bring your own device, the cloud, etc.)
attacks are getting more complex and the company’s
realization that it needs to be ahead of or at least up to
date with what the hacker community is developing.

Formal plans are in place for business continuity
management and disaster recovery, including the
possibility of an information security-driven crisis
scenario-planning exercise. However, there are no
dedicated information security crisis plans in place as of
now. One of this company’s business lines is to provide
client companies with cyber risk insurance coverage.
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THE ROLE OF THE BOARD IN CYBER RISK OVERSIGHT

Because this is a Europe-based company with a dual board
reporting line, dual reports go to the executive board and
supervisory board on a regular basis.

Executive Board The CIO and ITSO have quarterly meetings
and information sessions with the risk committee of the
executive board of the company. In the event of a cyber
crisis, an impromptu discussion is scheduled as well.

Supervisory Board There is no risk committee at the
supervisory board level of the company. However, risk
management topics—namely, the top risks within the ERM
process that make it to red or amber significance (the
highest) are presented regularly to the supervisory board,;
from time to time, these include cyber risks.
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IMPORTANT CURRENT AND FUTURE CYBER RISK
GOVERNANCE PRACTICES AND OPPORTUNITIES

Plans are currently in place to increase cyber risk and
security monitoring, detection, and mitigation within the
company through advanced malware detection and the
creation of a Security Operations Center.

Knowing that this is a risk that will continue to grow
exponentially, and as an insurer with a cyber crime
insurance product, the company recognizes the need

to understand this risk in real time and to have a well-
informed view of what works internally within a company
to combat cyber risk and maintain healthy cyber security.
This extends to an understanding of what a systemic
threat is, not only to a company but also to an entire
sector or industry and to business generally.
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US-Based Fortune 50 Global Health Care Company

WHEN AND WHY CYBER RISK GOVERNANCE
BEGAN AT THE COMPANY

This company decided to upgrade its approach to cyber
risk and security management approximately two to three
years ago. At the time, a company-wide governance and
risk committee had begun to form around the top risks
(including cyber risks) facing the company. There were

no major issues driving this change; it was more of a
proactive and preventive stance fueled by the realization
of changes and heightened cyber risks in the marketplace.

The key cyber risk challenges to this company emanate
from the fact that it holds a lot of private data of its
customers, on the one hand, and that it is active in M&A
on a global scale, on the other hand. It is cognizant of and
proactive about the cyber risk embedded in acquiring and
integrating new companies and assets.

Another key challenge for the company is that it entered
the Chinese market a few years ago and has heightened
concerns regarding cyber issues there, not only for such
issues within China but with such issues coming back to its
North American headquarters and assets. However, China
is such a big and lucrative market that it does not make
sense to avoid it, so the company has established certain
parameters around the types of business it will pursue in
China—only business that does not involve deeply sensitive
private data that the company would otherwise deal with
in other countries where data protection and other legal
protections are more robust and predictable.

Among the serious challenges the Chinese market
presents is that nothing is “private”; there are different
views on data generally, and dealing with state ownership
of many of the means of production, companies, and
suppliers creates other serious challenges.
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WHO OWNS CYBER RISK MANAGEMENT

The company has two major divisions. Cyber risk is managed
both enterprise-wide and at the two business divisions.

Since it began its cyber risk governance program, the
company has developed a multitiered cyber risk governance
approach at the operational (including information technology
operators working on technology risk issues including
cyber on the front lines), advisory, and executive levels.

The person with direct overall ownership and responsibility
for cyber risk is the CISO, who dually reports to the
company’s CIO and the chief compliance officer, both of
whom, in turn, are direct reports of the CEQ.

Bimonthly, there is a management-level cyber risk
committee meeting. Additionally, there are three different
cross-functional risk committees—one for the overall
enterprise and one each for the two business segments
that sit above the cyber risk committee. This committee
was created specifically for the multifaceted risks that
cyber presents to the company; it is one of a few separate
committees created around a specific risk. By way of
illustration, another such stand-alone issue is that of data
privacy, a major challenge facing this company globally.

The cyber risk committee is chaired by the CISO and
includes the person who chairs the data privacy committee;
several people who sit on both committees (data privacy
and cyber risk) are from complementary fields like IT, legal,
compliance, and physical security. In this company, there
isn’t a chief risk officer but a chief compliance officer who
wears many hats.
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THE ROLE OF THE CEO AND C-SUITE

At the highest levels of the organization, there is an
executive committee made up of key executives who have
arole in aspects of cyber risk management, the heads of
information security, legal, operations, and enterprise risk
management among them. Several of these individuals also
report to the chief compliance officer, who has ultimate
responsibility for legal and regulatory compliance, quality,
import/export, and environment, health, and safety.

THE ROLE OF THE BOARD IN CYBER RISK OVERSIGHT

The board of directors committee most responsible for
cyber risk oversight is the audit committee. A formal cyber
risk presentation is made to this audit committee twice a
year or every other quarter. The full board receives a cyber
risk and security update at least once a year. The board

is much more proactive about this issue today than it was
even a year ago. In recent board self-evaluations, cyber
risk has emerged as one of the key issues the board is
focused on and wants the company to focus on.

From an oversight standpoint, the board is most
concerned about making sure that:

° There is the right tone at the top on cyber issues

* Management allocates the right resources, talent,
and expertise to deal with these issues

* Management hears and acts upon the results of
impartial assessments
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IMPORTANT CURRENT AND FUTURE CYBER RISK
GOVERNANCE PRACTICES AND OPPORTUNITIES

The company is focusing in on using both the NIST and ISO
27000 frameworks from an operational and governance
standpoint as they are very relatable to the C-suite and
board, and both map and tie together very closely.

This health care company is on a global acquisition path;
as such, cyber risk management is at the forefront of

its strategy and business plan. It is building cyber due
diligence into its acquisition approach, seeking to be
fully cognizant of the risks and profile of the companies it
contemplates integrating into its fold.

The company is looking to expand its program from
separate “process, people and technology” platforms to
tying all together to deliver a complete platform for the
cyber market today—rationalizing across the platform.

It also commissions a periodic assessment of its physical
and IT security by outside independent advisors.

New kinds of attacks on or from new kinds of technology
will require a nimble and immediate response to eradicate
the threat. Understanding that it is critically important

to determine what is normal and what is abnormal, this
company also pays deep attention to the changing cyber
marketplace; its experts are constantly expanding on their
current knowledge. It is also developing a variety of table-
top cyber-attack simulation exercises, which will be rolled
out to its C-suite in short order.

As the top executive interviewed for this case at the
company stated, “Integrating cyber with overall risk is
the way to go.”
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US-Based Fortune 250 Global Business Process
Outsourcing and Computing Services Company

WHEN AND WHY CYBER RISK GOVERNANCE
BEGAN AT THE COMPANY

This company, a global leader in business process
outsourcing and computing services, has had a cyber risk
governance framework in place since 2011. The instigation
for creating the framework was the company’s need to
implement a next-generation security operational risk
and privacy program. The effort was consolidated over a
two-year period in which the security organization was
elevated to the executive level at the company, with a
new and completely independent organization, new and
independent resources, new operational transparency,
and direct access to the C-suite and the board.

This global cyber risk governance program is innovative
in that it is the equivalent of a stand-alone business
within the company, catering to the various other
segments of the company, devoid of dependencies

and politics. The head of global security, a converged
multidiscipline internal security provider, acts at the
general manager of this business segment, with all the
attendant aspects of a business: operations and program
management, technology research and development, and
chief technology officer-like as well as other functions
(marketing, communications, engagement, clients).

Why is this possible? In great part because of the nature
of the business, which requires a keen sense of cyber
defenses and protection of deep and broad data coming
from all over the world. But this is also possible because
of the clearly visionary and committed nature of senior
management, evident through the CEQ’s participation

in the Executive Security Oversight Committee, and the
board’s determination to make cyber risk governance
best in class, recognizing that it is necessary not only for
maintaining its already strong reputation but for enhancing
it even further.
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WHO OWNS CYBER RISK MANAGEMENT

The global chief security officer (GCSO) is a vice president
at the corporate level who reports to the CFO and the
Executive Security Council, comprised of six of the 12
executive committee members. The GCSO was hired
mainly for preventive purposes, though there had been a
couple of near misses by the time he was hired in 2011.
The company then proceeded to remove the independent
security programs that existed at the business segment
levels and create one unified, global, and transparent
security operations platform including physical and

cyber security, information security, threat management,
criminal and civil investigations, financial crimes and fraud
prevention teams, client security, program security, and
cyber architecture—all under one global security umbrella.

There is also a vice president of ERM who reports to
internal audit and whose focus is a total analysis of all risk,
including financial, tax, and legal. However, operational
risk ownership stays with the GCSO, who owns security, IT,
and business process risk and reports these risks to the
ERM system, which has a process to determine priorities,
GRC process, tracking, and monitoring.

THE ROLE OF THE CEO AND C-SUITE

There is an overall company executive committee, which
includes the CEOQ, business division heads, and functional
executives.

The GCSO is chairman of the Executive Security Committee,
which is made up of corporate executives like the general
counsel, head of human resources, presidents of the
business segments, head of BPO, CFO, and technology,
and products head. They meet monthly to set policy, review
strategy and mission, and exercise risk oversight. The CEO
will from time to time attend these meetings as well.

On a quarterly basis, the GCSO briefs the executive
committee on issues such as cyber defense measures and
the ongoing list of cyber-related risks and shows up-to-date
scorecards on the effectiveness of the company’s defenses.
These scorecards are also shared with the board.
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THE ROLE OF THE BOARD IN CYBER RISK OVERSIGHT

The board hears about cyber risk on a quarterly basis and
will also hear from the GCSO two to three times a year
on special topics like business resilience, including what
is referred to within the company as the “three-legged
stool”: business continuity, crisis management, and
disaster recovery. The company has a highly developed
and integrated system for these three parts of the three-
legged resilience stool and conducts regular and surprise

crisis exercises involving top executives and management.

Among the key agenda items that will be presented at
board and executive committee meetings are: the previous
month/quarter issues, new cyber issues, new incidents,
major programs being tracked around identity, policy
needs, the top 20 risks of the business, new business
risks, and risk exceptions.

IMPORTANT CURRENT AND FUTURE CYBER RISK
GOVERNANCE PRACTICES AND OPPORTUNITIES

Not a lot of companies have an Executive Security Com-
mittee, which includes six members from the C-suite who
report to the CEO and participate in monthly meetings.
This structure allows for a top-down and a bottom-up
holistic view of cyber risk and related issues. Because it is
centralized and independent, this approach to global cyber
security management allows the entire organization’s
profile to be reviewed at the CEO and board levels. Having
an independent organization that sits outside of information
technology and the businesses allows it to be nimble, fast,
transparent, and unencumbered by political intrigue and
business expediency.
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This unique model from a convergence standpoint

works well as all relevant parties are housed within the
organization—there is no need to “argue” with security

as the team is within the group. This increases leverage
and allows the company to combat risks and threats

from a single operational command and control function.
Thus, politics has been removed from the equation while
oversight has been dramatically increased—from both the
executive team and the board. It would be near impossible
for someone in this organization to go rogue given this
degree of oversight.

An area the company is investing heavily in—from both a
resource and a monetary standpoint—is building a world-
class operational privacy program. Privacy operational
experts are being deployed globally as well as embedded
in engineering, and new job families and job codes are
being created such as “privacy expert in technology.”

The executive interviewed stated: “The bad guys have a lot
of money and resources. While you can get mad at a lot of
companies and government, these companies had good
security, perfect no, but good cyber defensive postures,
yet they still got taken for a ride...I’'m struggling with not
getting hit the same way as Target got hit. How do you
defend against a constantly changing attack? The speed
at which cyber threats are changing daily and weekly is
unprecedented: How fast can | get polymorphic defenses
into place to move where they need to move?”
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Cyber Risk Governance:
Emerging (Best) Practices

Lessons Learned: The 10 Key Takeaways of This Report

In the process of building cyber resilience, the five profiled
companies that are proactively building a cyber risk
governance strategy have done one thing consistently:
they have created a triangular framework to address their
cyber risk profile that involves their highest governance
body (board or supervisory board), their highest executive
group (CEO and C-suite), and their top cyber risk managers
and owners (from CISOs to Security to ERM). They have
discovered that cyber resilience begins with effective
cyber risk governance.

What follows are some of the good and best practices
gleaned from the 10 cases we examined in this report,
which should help other organizations to develop their own
customized approach to either improving or building their
cyber risk governance from scratch.

No entity is completely immune from cyber risk. Effective
cyber risk governance entails a robust and synchronized
triangular relationship between the board, the executive
team, and the top expert managers who implement cyber risk
strategy. Let’s looks now at what that means in some detail:

1 Develop a triangular governance approach to
cyber risk management

The board must take a proactive approach to cyber
risk oversight Good governance is not strictly the
domain of the board. It entails an effective triangular
relationship between the board, the top leadership
(CEO and C-suite), and top management talent within
the organization all working in synchrony on strategy
and risk, among other key organizational themes.

Table 8

What’s on your board’s cyber risk governance dashboard?

Architecture of cyber

Threat matrix —
substantive

Technology &
liability defenses

Incident

Cyber attack

risk governance

How is the company
positioned, organized
and deployed for cyber
risk management?

Is this the optimal
approach?

cyber risk issues

Top issues

Industry trends and
benchmarking

Technology trends
and benchmarking

Global heat map
Toolkit &

proactive
measures

in place

Status report on
what cyber defenses
are in place: techno-
logical, assessments,
audits, monitoring,
testing, insurance

Internal technology
talent & skills
assessment

reporting

Statistical overview
of all incidents
at company

Specific mention
of serious to
material incidents

External experts

crown jewels

Know exactly

what your company’s
crown jewels are —
what are the
perpetrators

and potential
perpetrators after?

Cyber actors &
stakeholders matrix

Budget & resources

What is being spent?

What is needed for
proper cyber risk
management?

Source: GEC Risk Advisory LLC

Status report on the
main policies and
programs in place
and what is needed

Review top expert
executives

Review C-suite and
CEO performance
on cyber risk
management

used/needed

Are the right experts
in place? Including for
periodic board report

Who are the potential
perpetrators?

Who are the company
stakeholders and
potential victims?
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And it shouldn’t just be the domain of the audit
committee. Consider what other committees might
have joint jurisdiction or perhaps even priority
jurisdiction. If a company has a risk, public affairs,
or compliance committee, perhaps one of these
committees should take the lead. If a company is

at high risk for cyber attack, perhaps it should even
consider a technology and cyber committee. Boards
of companies at medium to high risk for cyber attack
should also consider whether to have a board member
with experience in technology and/or cyber security.

Depending again on the cyber risk profile of the company,
the full board should have visibility into cyber risk
management as well, if not quarterly, certainly biannually
or at the very least annually. In this era of serious
strategic risks like cyber risk and reputation risk, boards
are increasingly entertaining the idea of adding board
members with deep and broad risk expertise, including
in some cases, cyber risk expertise specifically.

The CEO and the C-suite must take charge of cyber
risk strategy and management Depending on the
cyber risk readiness required at a given company,
more or less direct CEO involvement on a regular

and periodic basis is highly recommended. The more
readiness is needed, the more actual attention,
leadership, and support will be needed from the very
top of the executive food chain.

This may also entail having someone within the executive
team or even C-suite who has deep expertise on cyber
matters or who has visibility into, and can discuss in
informed detail, the cyber risk profile of the company.

The CEO and the board must ensure that the right
frontline talent and resources are deployed A
company will require greater or lesser technological
and cyber expertise depending on how complex

and global it is and what its services and products
are. The right kind of technology and information
leader—whether a ClO, a CISO, or a CSO—will have to
be in place to take leadership or ownership of cyber
risk issues. This also entails getting the right outside
experts in place for specific tasks, building the right
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cyber defenses, investigating intrusions and attacks,
and otherwise providing industry and marketplace
benchmarking and intelligence.

Understand the reputation risk consequences
to strategic cyber risk management gone wrong

Depending on the cyber risk exposure of a particular
business, cyber risk can often become a material risk
with potential additional and amplifying reputation risk
consequences. Cyber risk is related to and potentially
cuts across many other types of risks. For this reason,
it should be considered at the top of many companies’
risk prioritization, whether they have suffered from a
major or material cyber attack (yet) or not.

Cyber risk and reputation risk are two strategic risks
that are intimately intertwined. When a company is not
prepared for its cyber risks, meaning that it doesn’t have
the right overall cyber risk governance program in place,
the potential reputation risk consequences in today’s
social media world can amplify the company’s exposure
to both tangible and further intangible consequences
that may be difficult, costly, and lengthy to repair.

Know who your cyber risk actors and
stakeholders are

Critical to the success of a cyber risk governance
framework is having a clear sense and inventory of
who the key cyber risk actors are and who those

with a principal stake or interest in proper cyber risk
governance might be. A critical exercise all companies
should undertake should consist of two activities:

the updating of an ongoing threat matrix (as to actors
and potential perpetrators) and the understanding of
who the stakeholders are of your cyber risk exposure,
what their expectations are of your company’s cyber
risk management, and what would happen if those
expectations were not met.

This allows an entity to gauge the downside risk of not
meeting stakeholders’ expectations, which is a clear
indicator of increasing potential reputational damage
or downside.
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4 Have a deep understanding of the organization’s
“crown jewels”

A successful triangular cyber risk governance frame-
work necessitates a clear, in-depth understanding
of the cyber risk crown jewels residing within the
organization—whether they are intellectual property,
personally identifiable information, trade secrets,
executive personal profiles, or financial information.
By knowing what cyber attackers are looking for, the
cyber risk governance triangle can exercise more
effective oversight and management.

5 Engage in a relevant cyber risk public-private
partnership

Corporate sector reception of the US government’s
NIST framework has been generally positive, showing

that public-private partnerships on developing the best

cyber risk governance and management frameworks
can be powerful. Although we haven’t yet witnessed
a major national cyber incident (that has made it to
the public domain so far), especially regarding critical
infrastructure, it would only make sense that such
public-private partnerships, though voluntary, be
encouraged and become the norm. Austria, Germany,
the Netherlands, Spain, and the United Kingdom have
established formal public-private partnerships for

cyber security, while both Japan and Malaysia have set

up official partnerships.’®

6 Develop a cross-disciplinary approach to cyber
risk management

One of the important lessons we have learned from
both the cyber hit cases we have reviewed and from
what the five companies building cyber resilience are
doing is that there is a strong trend toward cross-
disciplinary or cross-functional collaboration. This is
partly in recognition of the complexity and novelty
of cyber risk, where no one expert can really “own”
the issue. It is partly in recognition of the quickly
morphing aspect of cyber risk, requiring the best and
brightest minds from a variety of disciplines. And it
is partly a recognition that silos don’t work in today’s
superconnected, fast-moving era of megarisk.
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Thus, whether one or more functions take the lead—
information security, corporate security, enterprise
risk management, others—each of these and other
functions should own a piece of the puzzle but always
work together to understand the entire puzzle.

Develop a cross-segmental/divisional approach
to cyber risk management

Another useful and cutting-edge trend among
companies at the high end of creating effective

cyber risk governance entails not only deploying an
integrated cross-disciplinary and cross-divisional team
to keep a steady eye on cyber risk management within
and across the company. In this way, each relevant
function and each business segment owns one or more
relevant slices of cyber risk management.

Whether this means that overall cyber risk manage-
ment is done in a single global command-and-control
structure or a more distributed model, where each
segment or division has a segmental or divisional
version of the global cyber risk structure, is up to

the company. Both models can work well so long

as they are suited to the culture and structure of a
particular organization.

Make cyber risk governance an essential part of
your organization’s resilience approach

A practice at leading companies is to have cyber

risk fully embedded in and part of what some call

the resilience triangle: crisis management, business
continuity, and disaster recovery planning. For those
that perceived their cyber risk as high to very high
(e.g., utilities and global technology companies), that
means doing cyber security-related crisis management
drills on a periodic and even surprise basis, with
executives mainly but sometimes even including board
members. It also means having a well-developed
emergency response and business continuity program
in place, ready at all times for the cyber event that
might occur.
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Choose one of the three effective cyber risk
governance models

If we examine the possible types of cyber risk governance
along a continuum of least to most evolved models
depending on two key criteria: leadership engagement
and awareness, on the one hand, and relative cyber
exposure (low to high), on the other hand, we come up
with five types. Based on these criteria and what the
cases examined in this report have shown, these cyber
governance types include (from least to most evolved):

The Irresponsible or Nonexistent Cyber Risk Governance
Model This is the least evolved or nonexistent form of
cyber risk governance. There is little to no leadership
awareness, engagement, or knowledge of cyber issues

(or willingness to learn) and simultaneously a medium to
high exposure to cyber risk given what the entity does,
where it operates, etc.

The Complacent Cyber Risk Governance Model This

is the next step in evolution of cyber risk governance

but is not much better than the first type. There is little
leadership awareness, engagement, or knowledge of cyber
issues (or willingness to learn), and thus a general sense
of complacency, within an entity with relatively low to
medium exposure to cyber risk given what the entity does,
where it operates, etc.

The Vigilant Cyber Risk Governance Model This form
of cyber risk governance is more evolved as it involves
leadership that is more engaged, knowledgeable, and
vigilant on cyber risk issues even though the entity has
a relatively low to medium exposure to cyber risk given
its operations, products, services, footprint, etc.

The Integrated Cyber Risk Governance Model This
is a highly evolved form of cyber risk governance that
has engaged, knowledgeable, and vigilant leadership,
with an effective, integrated cyber risk management
and governance at a largely decentralized, medium
to high exposure organization.

The Command & Control Cyber Risk Governance

Model This is another form of highly evolved cyber risk
governance, with engaged, knowledgeable, and vigilant
leadership and an effective form of cyber risk management
and governance that is organized in a more centralized,
command-and-control manner for a more centralized
organization that has medium to high cyber risk exposure.
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One of the more cutting-edge approaches to cyber risk
governance that we encountered in the research for this
report was the one being built at the US-based Fortune
250 global business outsourcing & computing services
company. There, a completely independent “business”

is being built to serve the rest of the company on all of
its technology and security services, including cyber risk
management. This business has its own independent
financial accountability to the CEO and board, just like
any other business segment, and is not beholden to the
other businesses segments for its budget and resources.
By the same token, this is not a rogue corporate

security function; it has clear, direct, and frequent lines
of accountability and reporting to both the CEO of the
overall business and the board, perhaps on an even more
regular basis than the other more established businesses,
given the nature of its mission.

While this may not be a model for every organization,

it is an example of the creativity and customization that
leading companies are experimenting with and succeeding
at in this quickly changing and cyber threat-based global
economy. Figure 15 may provide readers with a bird’s eye
view of where their entity might fall and where it perhaps
should be if it’s not in the right place at this time.

Figure 15

A typology of cyber risk governance
readiness and resilience

Leadership A
cyber unaware
and reactive
IRRESPONSIBLE OR
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°E’ MODEL
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g INTEGRATED
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S VIGILANT
~ MODEL COMMAND &
Leadership LG
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cyber aware
and proactive '

Low Medium High
4 »
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Cyber risk exposure

* In this category the integrated model would be more likely for decentralized
companies and the command and control model for more centralized companies.

Source: GEC Risk Advisory LLC
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10 Transform effective cyber risk governance into
an opportunity for better business

Some of the leading companies we researched have also
cracked another welcome code: finding ways to improve
their cyber risk governance is leading them to find new
business opportunities and potentially greater value.

In essence, they are transforming their cyber risk into
possible additional value in the form of new products
and services and new revenues to the company.

While not every company can do this, every company

can certainly find better ways to do things that provide
opportunities for business process improvements,
efficiency, and coordination that in turn will provide cost
savings in the form of fewer incidents, not losing important
stakeholders (investors, customers, employees), and not
paying exorbitant fines or legal and litigation costs.
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Creating the Right Cyber Risk Governance
Approach for Your Company: A Questionnaire

When it comes to cyber risk preparedness, each
organization needs to assess its own risk profile and
governance needs. However, there is one point in
today’s age of hypertransparency, superconnectivity,
and megarisk on which no one should compromise: all
entities—even the smallest mom-and-pop businesses—
require some form of cyber risk governance. Every
entity—whether for profit, nonprofit, university,
government, even religious—has a cyber risk profile and
therefore can make use of the findings in this report.

That said, it is critical that the right balance be achieved,
and for that purpose, the questionnaire in Table 9 (pages
54-55) should help any organization determine the extent,
cost, and resources it needs to achieve the right balance
of cyber risk governance.
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Table 9
Cyber risk governance questionnaire for executives and boards

1 What type of industry Nontechnological Manufacturing Financial Technology
is the company in? Is services Automotive Insurance Defense
it an industry that has Media? Management Retail Utility
low, medium, or high Consulting Health care Infrastructure
exposure to cyber risk? Chemicals Transportation

BPO

2 What are the company’s ' There are Some: Employee Employee & customer private data Government
“crown jewels” that few or none® private data Valuable company IP contracts
cyber attackers may be Company IP State secrets
interested in capturing? Valuable IP

3 What is the company’s Low Medium High Intense
global footprint?

4 What is the company’s Low Medium High Intense
R&D and/or M&A
appetite?

5 Has/should the ‘No Under Yes, once Yes, periodically
company have an consideration

outside cyber risk
assessment made?

6 What is the company’s Decentralized Coordinated/distributed Centralized
overall approach to
management and
enterprise structure?

7/ Has the company done No Informally
a cyber risk stakeholder
review and impact

assessment?
8 Does/should the No, not a critical infrastructure Maybe, though not a CIC Yes, a CIC
company get involved company (CIC))

in a public/private
partnership on cyber
security matters?

9 Does/should the No Yes, informal Formal (under development Formal,
company have an or early stages) sophisticated
enterprise risk
management program?

(continued on next page)

Note: This table depicts on a spectrum from left to right (with greater intensity as you move right) some of the key criteria companies should
consider when designing their cyber risk governance framework. Thus, depending on its cyber risk exposure, industry, global footprint, and other
strategic and tactical considerations, a company (and its executives and board) must decide how intense/proactive its cyber risk governance
framework should be.

a, b Executives and board directors should be cautious in answering this question as every company or business has some data—whether
personally identifiable information, health care information of employees including executives and even board members, or other organization’s
valuable data—that may be a target. Law firms, in one clear and daunting example of this, have been notoriously lax about compliance and cyber
defenses, yet they hold some of their client’s most valuable secrets.
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Table 9
Cyber risk governance questionnaire for executives and boards (continued)

10 Should the company’s No Somewhat Yes
ERM or Risk
Management Program
include cyber risk in its
highest priorities?

11 Who has direct IT/CIO or IT/CIO IT/CIO + Others  [oforn
management ownership Security + others Jointly Disciplinary
for cyber risk? separately Cross-Divisions

12 Should corporate Separate Coordinated Coordinated
security play a Loose Integrated
role in cyber risk
management?

13 Should there be a cyber No Concerns raised Concerns part of another executive’s
risk presence at the through another portfolio (e.g., CAO or COO)
C-suite/executive team
level?

14 What committee Audit Audit + another Joint committee meetings
at the board level committee
hears/should hear (Compliance, Risk,
about cyber risk? Public Affairs)

15 How often should Annually Biannually Quarterly Monthly
cyber risk experts
(internal or external)
report to the C-suite /
executive team?

16 How often should Annually Biannually Quarterly Monthly
cyber risk experts
(internal or external)
report to the board/
board committee?

17 Should cyber risk be No Under There are There are
specifically recognized consideration executive executive
as part of the company’s team drills team & board
crisis management team committee drills
and plan?

18 Should cyber risk fully No Maybe Partially

integrated into the
company’s resilience
plan (crisis management,
business continuity,
disaster recovery)?

Source: GEC Risk Advisory LLC

A top-five priority

Fully integrated
Cross-Disciplinary
& Divisional

Command &
Control HQ

ClO, CSO or
equivalent is an
Executive Team
member

Full board

Periodically +
whenever
necessary

Periodically +
whenever
necessary

Cyber specific
Full board
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Preparing for an Uncertain Cyber Future

Effective cyber risk governance requires a strong
triangular internal relationship between the board of
directors, the executive management or C-suite, and

the heads of the pertinent internal functions dealing
with cyber risk daily. This triangular relationship must

be synchronized, integrated, seamless, focused, and
informed. Without this framework and without these
attributes, entities run the risk of opening themselves up
to weak links, attacks, subversion, and conquest (at least
temporarily and with serious financial, reputational, and
other consequences).

Without a deliberate cyber risk governance approach,

no entity will be able to meet, let alone withstand, the
onslaught of cyber risk. Cyber risk is not a passing fad like
Y2K (for those who can remember that far back).

Figure 16

Cyber risk is a constant, and a constantly morphing,
reality that will be with us for the foreseeable future.
Without the highest levels of leadership of an entity paying
deliberate and close attention, and devoting the right

mix of resources and incentives, businesses and other
entities are bound to be embarrassed, hurt, financially and
reputationally hit, or worse.

Good cyber risk governance, at the end of the day, is about
strong leadership, a coherent culture, and a creative,
expert team all working well together not only to defeat a
difficult, amorphous, and constantly changing enemy but
also to conquer the problem and maybe even extract some
real value through increased efficiency and new products
and services.

The governance, risk, and reputation
triangle as applied to cyber risk

The Board
Oversight

Executive Management

Strategy

The Cyber Risk/
Cyber Security

Triangle

Key
Functions

Collaboration
Integration & Implementation

Business
Operations

Source: Andrea Bonime-Blanc, “Implementing a Holistic Governance, Risk and Reputation
Strategy for Multinationals: Guidelines for Boards,” Ethical Boardroom, September 1, 2014
(http://ethicalboardroom.com/risk/implementing-holistic-governance-risk-reputation-strategy-

multinationals-guidelines-boards/).
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APPENDIX A
Cyber Risk Glossary

Back door: An undocumented method of entering a
system that avoids typical entry mechanisms

Biometrics: An access mechanism that involves physical
characteristics of the user

Botnet: a group of compromised computers used to
harm other networks or computers

Bots: An automated process which interacts with other
network services

Code injection: An attack used to steal information or
take control of web servers

Day zero: The day when a new vulnerability is made known

Denial of service: Delaying of system operations
and functions or the prevention of authorized access
to a system

Dictionary attack: An attack that attempts using all
dictionary phrases and words to break a password or key

Drive-by exploits: Attacks that target Internet-related
software and infects them automatically

Encryption: Transforming data into a form that hides
the data’s original meaning

Event: A system or network occurrence that can be
observed

Exploit: A piece of software, a command, or methodology
that attacks a particular security vulnerability

Firewall: A discontinuity in a network intended to protect
against unauthorized access to data or resources

Gateway: A point of entry between two networks

Hybrid attack: An attack incorporating the elements
of a dictionary attack, but with the addition of numerals
and symbols to the words used

Incident: The threat or execution of an adverse network
event in an information system or network

Logic bombs: Programs or pieces of code that execute
when a predefined event or set of circumstances occurs

Malware: Software designed to damage, disrupt,
or otherwise have a negative effect on data, hosts,
or networks

Passive attack: An attack by a legitimate attacker that
attempts to use a system’s information without negatively
altering the system

Patch: An update by a software manufacturer to fix
the software’s existing bugs

Phishing: A type of scam using emails disguised as
trustworthy to fool a target into inputting personal
information at a fake website. See Spear phishing below.

Search engine poisoning: Leaving “bait” for searches
that redirects users to malicious content

Spam: Flooding a target with emails

Spear phishing: Essentially the same as phishing, but
the scam email is personalized. Spear phishers capitalize
on their ability to track the online presence of their
potential victims.

Targeted attacks: Long-term attacks either to obtain
data or increase control of the target system

Trojans: Inconspicuous software that steals target
information through back door methods

Virus: A type of malware that replicates itself and
becomes part of another program

Worms: A type of malware that uses vulnerabilities of
their target to replicate and redistribute themselves

Zombies: One of typically many compromised computers
in a botnet that is connected to the Internet and is used
to perform malicious tasks

Sources: “What Is the Difference: Viruses, Worms, Trojans, and Bots?” Cisco; “Glossary of Security Terms,” SANS, 2015; Aisha Gani et al.,“Guide to
Cyber Security Threats,” Financial Times, June 5, 2013; “Explore Terms: A Glossary of Common Cybersecurity Terminology,” National Initiative for
Cybersecurity Careers and Studies, Department of Homeland Security; “Spear Phishing: Scam, Not Sport,” Norton, Symantec Corporation.
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APPENDIX B
Cyber Risk Fast Facts

Cyber Risk Numbers

The table on page 59 lays out some important cyber
risk trends and developments in quantitative terms.

Among some of the most interesting are: - o )
* US$375 billion to $575 billion is the estimated annual

¢ 205 is the median number of days an attacker is cost to the global economy from cybercrime!?2
left undetected in a system after data has been

¢ 85 percent of firms with fewer than 1,000 employees
compromised?’ P ! W W pioy

reported their systems had been hacked
¢ 3 percent of all global organizations lost over

$1 million each due to cybercrime in 20131 * 62 percent of security professionals say insider threat

rates have risen in the last 12 months'®®
e 77 percent of these survey respondents detected
a security event in the past year''
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A COMPENDIUM OF CYBER RISK TRENDS, FACTS, AND NUMBERS

DESCRIPTION DATA
Number of organizations from business, financial, educational, government, and healthcare sectors 614
that publicly disclosed data breaches in 2013

Number of records exposed from publicly disclosed data breaches in 2013 92 million
Percentage of publicly disclosed data breaches in 2013 in healthcare 43.8%
Percentage of publicly disclosed data breaches in 2013 in business 34.4%
Percentage of total records exposed (in publicly disclosed data breaches in 2013) attributable to business 84%
Percentage of US organizations that lost over $1 million due to cybercrime in 2013 7%
Percentage of US organizations that lost $50 thousand to $1 million due to cyber crime in 2013 19%
Percentage of global organizations that lost over $1 million due to cybercrime in 2013 3%
Percentage of global organizations that lost $50 thousand to $1 million due to cybercrime in 2013 8%
Percentage of survey respondents who detected a security event in the past year 77%
Percentage of survey respondents who reported an increase in security events detected in the past year 34%
Percentage of survey respondents who reported being more worried about security threats this year 59%
than in the past

Percentage of US survey respondents worried about the impact of cyber threats to their growth prospects 69%
Number of security incidents detected per organization in 2013 135

Estimated annual cost to the global economy from cybercrime

$375-575 billion

Percentage of Internet value extracted by cybercrime 15-20%
Annual cost of online fraud to Mexican banks $93 million
Annual cost of online fraud to Japanese banks $110 million
Percentage of profits lost by Indian companies due to cybercrime 5%
Typical stock price decline after a significant hack 1-5%
Cyber crime as a percentage of US GDP 0.64%
Median number of days an attacker is left undetected in a system after data has been compromised 205
Percent of attack victims that had to be notified by an external entity about a breach 69%
Percentage of security professionals who say insider threat rates have risen in the last 12 months 62%
Percentage of firms with fewer than 1,000 employees who reported their systems had been hacked 85%
Percentage of firms with more than 1,000 employees who reported their systems had been hacked 15%
Percentage of board members across industries that believe they have a “high level” of understanding 1%

about cyber security risk

Sources: Robert Hartwig and Claire Wilkinson, “Cyber Risks: The Growing Threat,” Insurance Information Institute, June 2014 (http://www.iii.org/sites/default/
files/docs/pdf/paper_cyberrisk_2014.pdf); David Burg et al., “US Cybercrime: Rising Risks, Reducing Readiness,” PwC, 2014 (http://www.pwc.com/us/en/
increasing-it-effectiveness/publications/assets/2014-us-state-of-cybercrime.pdf); “Net Losses: Estimating the Global Cost of Cybercrime,” Center for Strategic
and International Studies, June 2014 (http://www.mcafee.com/us/resources/reports/rp-economic-impact-cybercrime2.pdf); Teren Bryson, “Big Security
Breaches and How Big Data Can Prevent Them,” Enterprise Networking Planet, June 25, 2015 (http://www.enterprisenetworkingplanet.com/netsecur/big-
security-breaches-and-how-big-data-can-prevent-them.html); Nathan Eddy, “Insider Attacks Rise, Though Some Businesses Unaware of Risks,” eWeek, June 29,

2015 (http://www.eweek.com/small-business/insider-attacks-rise-though-some-businesses-unaware-of-risk.html).
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APPENDIX C
Cyber Risk Insurance

Cyber Insurance-The Jury Is Still Out

as credit card numbers, health records, personal
identification information, and tax returns.

The National Association of Insurance Commissioners
provides the following overview of cyber risks:%

Additionally, NAIC provides the following assessment of
cyber risk insurance policies:

As data breaches occur more frequently, there are
additional pressures for business to step up efforts to

protect the personal information in their possession.
Cyber attacks may come from nation states, terrorists,

criminals, activists, external opportunists and company

insiders (both intentional and unintentional). Cyber
criminals attack to gain some type of political, military,
or economic advantage. They usually steal money or
information that can eventually be monetized, such

NAIC’S LIST OF POSSIBLE TYPES OF CYBER
RISK COVERAGE

Liability for security or privacy breaches. This
would include loss of confidential information by
allowing, or failing to prevent, unauthorized access
to computer systems.

The costs associated with a privacy breach, such
as consumer notification, customer support and
costs of providing credit monitoring services to
affected consumers.

The costs associated with restoring, updating or
replacing business assets stored electronically.

Business interruption and extra expense related to
a security or privacy breach.

Liability associated with libel, slander, copyright
infringement, product disparagement or reputational
damage to others when the allegations involve a
business website, social media or print media.

Expenses related to cyber extortion or cyber terrorism.

Coverage for expenses related to regulatory compliance
for billing errors, physician self-referral proceedings
and Emergency Medical Treatment and Active Labor
Act proceedings.

Source: National Association of Insurance Commissioners
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Cyber Liability Policies

Most businesses are familiar with their commercial
insurance policies providing general liability coverage
to protect the business from injury or property damage.
However, most standard commercial lines policies
do not cover many of the cyber risks mentioned above.

NAIC’S LISTING OF CYBER RISKS

Identity theft as a result of security breaches where
sensitive information is stolen by a hacker or inadvertently
disclosed, including such data elements as Social Security
numbers, credit card numbers, employee identification
numbers, drivers’ license numbers, birth dates and

PIN numbers.

Business interruption from a hacker shutting down
a network.

Damage to the firm’s reputation.

Costs associated with damage to data records caused
by a hacker.

Theft of valuable digital assets, including customer
lists, business trade secrets and other similar electronic
business assets.

Introduction of malware, worms and other malicious
computer code.

Human error leading to inadvertent disclosure of
sensitive information, such as an email from an employee
to unintended recipients containing sensitive business
information or personal identifying information.

The cost of credit monitoring services for people
impacted by a security breach.

Lawsuits alleging trademark or copyright infringement.
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To cover these unique cyber risks through insurance
requires the purchase of a special cyber liability
policy. However, cyber risk remains difficult for
insurance underwriters to quantify due in large part
to a lack of actuarial data. Insurers compensate by
relying on qualitative assessments of an applicant’s
risk management procedures and risk culture. As a
result, policies for cyber risk are more customized
than other risk insurers taken on, and, therefore,
more costly. The type of business operation will
dictate the type and cost of cyber liability coverage.
The size and scope of the business will play a role
in coverage needs and pricing, as will the number
of customers, the presence on the Web, the type

of data collected and stored, and other factors.

Where the cyber insurance policy rubber meets the cyber
road is in the following:

Securing a cyber liability policy will not be a simple
task. Insurers writing this coverage will be interested
in the risk-management techniques applied by the
business to protect its network and its assets.

www.conferenceboard.org

The insurer will probably want to see the business’
disaster response plan and evaluate it with respect

to the business’ risk management of its networks,

its website, its physical assets, and its intellectual
property. The insurer will be keenly interested in how
employees and others are able to access data systems.
At a minimum, the insurer will want to know about
antivirus and anti-malware software, the frequency

of updates and the performance of firewalls.

The debate will continue to rage in the marketplace about
the viability, usability, benefits, and detriments of cyber
risk insurance. As one piece puts it: “Unlike other types of
insurance, there is no standard form on which the insurance
industry as a whole underwrites cyber coverage.”'%

One thing is clear, however—as with all other types of
insurance coverage, especially new ones that are time
untested and still evolving, this kind of insurance coverage
will only be available to those companies that show a keen
interest in, and implementation of, an appropriate cyber
risk management program including, most importantly, an
effective cyber risk governance program.
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